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Fault Tolerance : Faulty Stacks and Queues
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Today's session is about architecture and design (for fault tolerance). 

 You will be asked to design a solution to a problem (explained on the whiteboard).  

In summary, the problem will be to implement Queues using Stacks 

You will then be asked to evaluate and adapt your designs when the components are 
faulty.  

This will become clear during the session. 

Architecture as compositional design
Design Problem - 

Faulty Stacks and Queues 
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Given the requirements of a bounded queue (FIFO) of 
integer values, can we implement it using only 2 Stack 
components for storing the elements??
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We need a precise specification of the API offered by the 
Stack, and that required by the Queue
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We need a precise specification of the API offered by the 
Stack, and that required by the Queue
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But these look almost identical

The interfaces are the same 

The semantics are different LIFO v FIFO 

The difference is formalised in the tests that each should pass, eg:
	 @Test 
	 public void testLIFO12(){ 
	 	 testStack.push(10); 
	 	 testStack.push(20); 
	 	 Assert.assertEquals(20,testStack.head()); 
	 	 Assert.assertTrue(testStack.invariant()); 
	 }

@Test 
	 public void testFIFO12(){ 
	 	 testQueue.push(10); 
	 	 testQueue.push(20); 
	 	 Assert.assertEquals(10,testQueue.head()); 
	 	 Assert.assertTrue(testQueue.invariant()); 
	 }
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HIGH LEVEL CONCEPTUAL DESIGN

https://stackoverflow.com/questions/69192/how-to-implement-a-
queue-using-two-stacks
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HIGH LEVEL CONCEPTUAL IMPLEMENTATION

Download the Java project archive from the web site:  
…/CSC4521/Code/FaultyStacksAndQueues.zip 

PROBLEM 1 - Complete  the design implementation so that the Queue 
Unit tests, like the Stack Unit tests, pass:
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Java Code project Structure
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Can we improve the design if the component Stacks are faulty?

Can we make a reliable system from faulty components? 
Can we calculate/estimate the reliability of the system from the 
reliability of its components?
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Can we improve the design if the component Stacks are faulty?

We will look at the types of faults on the blackboard 

Examples (for integer data) where the fault is in the object 
and not in the communication with the object: 

1) Faulty least significant bit - the integer data being read/
written has its LSB flipped 

2) Faulty least significant bit - the integer data being read/
written is changed to 1(if it is 0) 

3) Faulty least significant bit - the integer data being read/
written is changed to 0(if it is 1) 

4) Random value - the integer data being read/written is 
changed randomly 

5) A random value of the data structure is faulty (1-4) 
6) A random value of the data structure is removed/

added ! 



CSC4521 - Génie logiciel pour la conception d'un Système d’Information - Fault Tolerance J Paul Gibson, TSP, 2025 12

Can we improve the design if the component Stacks are faulty?

We will look at the types of fault trigger on the blackboard 

Examples (for stacks/queues): 

1) When a subset of the methods are called, eg push, pop, 
head (pre/post execution) 

2) With a probability (0..1) which is constant 
3) With a probability (0..1) which is variable and depends 

on the state of the system (eg number of elements) 
4) With a probability (0..1) which is variable and depends 

on the environment of the system 

We can even have different probabilities for different 
types of fault and/or trigger!
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Can we improve the design if the component Stacks are faulty?

In real systems, the most complex cases involve fault 
interactions. 

• The system can tolerate faults of type F1 

• The system can tolerate faults of type F2 

• The system cannot tolerate faults of type F1 and F2 
‘at the same time’. 
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Can we improve the design if the component Stacks are faulty?

Some designs/architectures will be good, in general, for 
tolerating different types of faults 

Some designs/architectures will be excellent for tolerating 
specific types of faults, but bad for other types 

Sometimes faults are identified after deployment. Some 
architectures are amenable to easy change for managing 
this; others are not. 

We can explicitly make design decisions when we know 
there is a possibility of faults.
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Can we improve the design if the component Stacks are faulty?

An example provided in the project archive:
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Problem 2: 

Implement a faulty queue from the given faulty stacks, 
and test it. 

Is it more/less reliable than the faulty stacks from which it 
is built? 

Could a change to the design/architecture change the 
probability of faults in the composed system 

Test your hypothesis. You will need to use a test oracle 
(correct implementation of the system) to compare 
results with the proposed implementation of the system
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Problem 3 : Adding fault tolerance to the components 

For which types of fault can we make a local change to a 
component that reduces/removes the probability of a fault 
occurring. 

For example: 

Faulty least significant bit - the integer data being read/
written has its LSB flipped - on the method push 

TODO -  replace the FaultyStack with a FaultyStack proxy 
that does some pre/post processing in order to correct/
reduce the fault? 

NOTE - Such solutions need care if we need thread safety.
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Problem 4 : Adding fault tolerance to the design/
architecture (when it is difficult/impossible to do it at 
the component level) 

Redundancy is often a good way of tolerating faults. 

If you had more than 2 faulty stacks to implement your 
queue would it be possible to use the additional 
redundancy to improve queue reliability?
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Problem 5 (optional):  

We have implemented Queues using stacks, and 
analysed the fault tolerance aspects. 

Now do the same thing for Stacks implemented 
using queues


