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Tools and technologies 

◦ Access and Data Security Modelling 
◦ Moving from Functional to Physical Architecture 
◦ Router Technologies and APIs 
◦ Sensor Technologies and specifications 
◦ Single Board PCs (for embedded devices) 
◦ Connecting IOT with the cloud (and cloud 

gateways) 
◦ Choosing Cloud Service Contracts 



CSC4521 : Tools and TechnologiesTSP- 2023 : J Paul Gibson 3

Access and Data Security Modelling 

https://sites.google.com/site/cacsolin/role-based-access-control
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Access and Data Security Modelling 

https://sites.google.com/site/cacsolin/role-based-access-control
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Access and Data Security Modelling 

https://www.cdc.gov/cancer/npcr/tools/security/encryption2.htm

Before implementing encryption, an organization needs to ensure access to the database is 
limited to authorized users. Access controls that should be addressed include rules for 
creating users, users’ privileges to access objects, and users’ permissions to perform 
commands and various tasks
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Moving from Functional to Physical Architecture 

https://ndiastorage.blob.core.usgovcloudapi.net/ndia/2005/systems/wednesday/habayeb.pdf
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Moving from Functional to Physical Architecture 

https://www.slideshare.net/wweinmeyer79/an-introduction-to-fundamental-architecture-concepts-25828722
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Moving from Functional to Physical Architecture 

https://www.slideshare.net/wweinmeyer79/an-introduction-to-fundamental-architecture-concepts-25828722
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Router/Gateway  Technologies and APIs 

https://www.postscapes.com/internet-of-things-protocols/
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Router/Gateway  Technologies and APIs 

https://www.researchgate.net/publication/
329022937_An_indoor_predicting_climate_conditions_approach_using_Internet-of-
Things_and_artificial_hydrocarbon_networks/figures?lo=1

“An indoor 
predicting climate 
conditions approach 
using Internet-of-
Things and artificial 
hydrocarbon 
networks”

Sometimes all you need are routers and/or gateways
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Router/Gateway  Technologies and APIs 

https://www.mushroomnetworks.com/blog/iot-cellular-gateway-routers-what-are-they-and-do-you-need-one/

IoT cellular gateway routers - What are they and do you need one?
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Sensor Technologies and specifications 

https://www.postscapes.com/iot-sensors-actuators/
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Sensor Technologies and specifications 

https://www.beanair.com/wireless-iot-temperature-sensors-specifications.html

Example Technical 
Specification



CSC4521 : Tools and TechnologiesTSP- 2023 : J Paul Gibson 14

Single Board PCs (for embedded devices) 

Raspberry Pi Boards are a common solution

https://files1.element14.com/community/themes/images/ogp/HistoryPi.png
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Single Board PCs (for embedded devices) 

https://all3dp.com/1/single-board-computer-raspberry-pi-alternative/

Raspberry Pi Boards are not the only solution
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Connecting IOT with the cloud (and cloud gateways) 

https://dzone.com/articles/10-cloud-platforms-for-internet-of-things-iot
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Choosing Cloud Service Contracts 

https://www.cloudindustryforum.org/content/8-criteria-ensure-you-select-right-cloud-service-provider

8 criteria to ensure you select the right cloud service 
provider

https://www.omg.org/cloud/deliverables/CSCC-Practical-Guide-to-Cloud-Service-
Agreements.pdf

Practical Guide to Cloud Service Agreements

https://www.magicfinserv.com/
choose-your-cloud-partner-wisely/

Choose Your Cloud Partner 
Wisely


