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Abstract

A bibliography of Computing (digital) ethics papers for use in teaching.
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[Gonzalezi-MI-M20] Carina S González-González, Alfonso Infante-Moro, and Juan C Infante-Moro. Im-
plementation of e-proctoring in online teaching: A study about motivational factors.
Sustainability, 12(8):3488, 2020.
ETHICS4EU - Industry: Academia. Ethics: Privacy

[GordonGTOSSC21] Damian Gordon, J Paul Gibson, Brendan Tierney, Dympna OSullivan, and Ioannis
Stavrakakis. you must have your webcam on for the entire duration of the exami-
nation: The trade-off between the integrity of on-line assessments and the privacy
rights of students. In Moving technology ethics at the forefront of society, organisa-
tions and governments, ETHICOMP, pages 65–75. Universidad de La Rioja, 2021.
ISBN 788409286713.
ETHICS4EU - Industry: Academia. Ethics: Privacy

[Ioannidis14] John PA Ioannidis. How to make more published research true. PLoS medicine,
11(10):e1001747, 2014.
ETHICS4EU - Industry: Academia. Ethics: Professionalism

[Joyce06] Donald Joyce. Raising awareness about academic integrity. In ITICSE ’06: Pro-
ceedings of the 11th annual SIGCSE conference on Innovation and technology in
computer science education, pages 350–350. ACM, New York, NY, USA, 2006. ISBN
1-59593-055-8. doi:http://doi.acm.org/10.1145/1140124.1140259.
ETHICS4EU - Industry: Academia. Ethics: Professionalism

30



[KrutkaSmitsWillhelm21] Daniel G Krutka, Ryan M Smits, and Troy A Willhelm. Dont be evil: Should we
use google in schools? TechTrends, pages 1–11, 2021.
ETHICS4EU - Industry: Academia, Ethics: Privacy and Data Security

[Langenfeld20] Thomas Langenfeld. Internet-based proctored assessment: Security and fairness
issues. Educational Measurement: Issues and Practice, 39(3):24–27, 2020.
ETHICS4EU - Industry: Academia. Ethics: Privacy

[LarsonMiller18] David K Larson and Keith W Miller. Action ethics: testing and data analysis.
ACM Inroads, 9(1):34–37, 2018. ISSN 2153-2184.

[Littman21] Michael L Littman. Collusion rings threaten the integrity of computer science
research. Communications of the ACM, 64(6):43–44, 2021.
ETHICS4EU - Industry: Academia. Ethics: Professionalism

[Lowman17] Rodney L. Lowman. Ethical and Legal Concerns in Internet-Based Testing, page
350374. Educational and Psychological Testing in a Global Context. Cambridge
University Press, 2017. doi:10.1017/9781316407547.015.

[Morgan08] David L Morgan. Snowball sampling. The SAGE encyclopedia of qualitative re-
search methods, 2:815–816, 2008.
ETHICS4EU - Industry: Academia. Ethics: Professionalism

[MorleyFKE20] Jessica Morley, Luciano Floridi, Libby Kinsey, and Anat Elhalal. From what to
how: an initial review of publicly available AI ethics tools, methods and research to
translate principles into practices. Science and engineering ethics, 26(4):2141–2168,
2020. ISSN 1471-5546.
ETHICS4EU - Industry: Academia. Ethics: Professionalism

[RajiSA21] Inioluwa Deborah Raji, Morgan Klaus Scheuerman, and Razvan Amironesei. You
can’t sit with us: Exclusionary pedagogy in ai ethics education. In Proceedings of
the 2021 ACM Conference on Fairness, Accountability, and Transparency, pages
515–525. 2021.
ETHICS4EU - Industry: Academia. Ethics: Discrimination

[RandallFernandes91] Donna M Randall and Maria F Fernandes. The social desirability response bias in
ethics research. Journal of business ethics, 10(11):805–817, 1991.
ETHICS4EU - Industry: Academia. Ethics: Professionalism

[ReidenbergScaub18] Joel R Reidenberg and Florian Schaub. Achieving big data privacy in education.
Theory and Research in Education, 16(3):263–279, 2018.
ETHICS4EU - Industry: Academia. Ethics: Privacy

[Remtulla20] Ridhaa Remtulla. The present and future applications of technology in adapt-
ing medical education amidst the covid-19 pandemic. JMIR medical education,
6(2):e20190, 2020.
ETHICS4EU - Industry: Academia. Ethics: Professionalism

[SaumureGiven08] Kristie Saumure and Lisa M Given. Convenience sample. The SAGE encyclopedia
of qualitative research methods, page 125, 2008.
ETHICS4EU - Industry: Academia. Ethics: Professionalism

[SimonSheard15] Simon and Judy Sheard. Academic integrity and professional integrity in com-
puting education. In Proceedings of the 2015 ACM Conference on Innovation and
Technology in Computer Science Education, ITiCSE ’15, pages 237–241. ACM, New

31



York, NY, USA, 2015. ISBN 978-1-4503-3440-2. doi:10.1145/2729094.2742633.
ETHICS4EU - Industry: Academia. Ethics: Professionalism

[Slusky20] Ludwig Slusky. Cybersecurity of online proctoring systems. Journal of International
Technology and Information Management, 29(1):56–83, 2020.
ETHICS4EU - Industry: Academia. Ethics: Privacy

[Stacey20] Anthony Stacey. Reimagining academic writing in academia 4.0 to de-incentivise
plagiarism. Electronic Journal of Business Research Methods, 18(1), 2020.
ETHICS4EU - Industry: Academia. Ethics: Professionalism

[ThornleyETAL15] Clare Thornley, Anthony Watkinson, Dave Nicholas, Rachel Volentine, Hamid R
Jamali, Eti Herman, Suzie Allard, Kenneth Levine, and Carol Tenopir. The role of
trust and authority in the citation behaviour of researchers. Information research,
2015.
ETHICS4EU - Industry: Academia. Ethics: Professionalism

[Vakil20] Sepehr Vakil. ive always been scared that someday im going to sell out: Exploring
the relationship between political identity and learning in computer science educa-
tion. Cognition and Instruction, 38(2):87–115, 2020.
ETHICS4EU - Industry: Academia. Ethics: Professionalism

[Vatcha20] Amy Vatcha. Workplace surveillance outside the workplace: An analysis of e-
monitoring remote employees. iSCHANNEL - Information Systems student journal
(LSE), 15(1):4–9, 2020.
ETHICS4EU - Industry: Academia. Ethics: Privacy and Data Protection

[WoldeabBrothen19] Daniel Woldeab and Thomas Brothen. 21st century assessment: Online proctoring,
test anxiety, and student performance. International Journal of E-Learning &
Distance Education, 34(1):1, 2019.
ETHICS4EU - Industry: Academia. Ethics: Privacy

9.2 Crime, law and policing

References: Crime

[Chesterman21] Simon Chesterman. ’Move Fast and Break Things’: Law, Technology, and the Problem of
Speed. Singapore Academy of Law Journal, 33:5–23, 2021. doi:10.2139/ssrn.3516032.
ETHICS4EU - Industry: Law. Ethics: Technical Debt

[FloresBL16] Anthony W Flores, Kristin Bechtel, and Christopher T Lowenkamp. False positives, false
negatives, and false analyses: A rejoinder to machine bias: There’s software used across the
country to predict future criminals. and it’s biased against blacks. Fed. Probation, 80:38, 2016.
ETHICS4EU - Computing: Programming. Ethics: Bias. Industry: Crime, law

9.3 Economics and Finance

9.3.1 CryptoCurrencies

9.3.2 NFTs

References: Economics and Finance

[ShahriariShahriari17] Kyarash Shahriari and Mana Shahriari. IEEE standard review Ethically aligned design:
A vision for prioritizing human well-being with artificial intelligence and autonomous

32



systems. In 2017 IEEE Canada International Humanitarian Technology Conference
(IHTC), pages 197–201. IEEE, 2017. ISBN 1509062645.
ETHICS4EU - Computing: AI. Ethics: Autonomy. Industry: Military, Economics

9.4 Energy, the environment and smart cities and buildings

References: Energy and Environment

[CallaghanClarkeChin09] Vic Callaghan, Graham Clarke, and Jeannette Chin. Some socio-technical as-
pects of intelligent buildings and pervasive computing research. Intelligent Build-
ings International, 1(1):56–74, 2009. ISSN 1750-8975.
ETHICS4EU - Industry: Energy. Ethics: Autonomy

[McCullaghBeattieNugent10] Paul J McCullagh, Mark Beattie, and Chris D Nugent. Pervasive technology
to facilitate wellness. In Proceedings of the 3rd International Conference on
Pervasive Technologies Related to Assistive Environments, pages 1–4. 2010.
ETHICS4EU - Industry: Energy. Ethics: Autonomy, Privacy

[ShollaMC18] Sahil Sholla, Roohie Naaz Mir, and Mohammad Ahsan Chishti. Docile Smart
City Architecture: Moving Toward an Ethical Smart City. International Journal
of Computing and Digital Systems, 7(03):167–174, 2018. ISSN 2210-142X.
ETHICS4EU - Industry: Energy. Ethics: Autonomy, Privacy

[StrubellGMcC19] Emma Strubell, Ananya Ganesh, and Andrew McCallum. Energy and policy
considerations for deep learning in nlp. In Proceedings of the 57th Annual Meeting
of the Association for Computational Linguistics, pages 3645–3650. 2019.
ETHICS4EU - Industry: Energy. Ethics: Environment

9.5 Gaming

References: Video Games

[HeronBelford14] Michael Heron and Pauline Belford. ”It’s only a game” - ethics, empathy and identification
in game morality systems. The Computer Games Journal, 3(1):34–53, 2014.
ETHICS4EU - Computing: Game Development. Industry: Gaming. Ethics: Discrimination

and Identity

9.6 Government and democracy

References: Government and Democracy

[AndersonRainie20] Janna Anderson and Lee Rainie. Many tech experts say digital disruption will hurt
democracy. Technical report, Pew Research Center. Internet & Technology. Feb, 2020.
ETHICS4EU - Industry: Government. Ethics: Society
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11 Educational Brick Case Studies From The Popular Press

11.1 Foundations of Digital Ethics

1. AI ethics backed by Pope and tech giants in new plan. By Jen Copestake, Technology reporter, 28
February 2020. ( Internet archive.)

2. Why some artificial intelligence is smart until its dumb. By Tom Siegfried, Knowable Magazine, August
2020. ( Internet archive.)

3. Extreme Programming Creator Kent Beck: Tech Has a Compassion Deficit By Tatum Hunter, August
19, 2020 (Internet archive.)

4. The Top Five Ethical Concerns for the Tech Industry in 2020 By Katy Cook, katycook.net, 2020. (Internet
archive.)

5. How to anticipate if technologies will be used maliciously By Tim Sandle, Digital Journal,Technology,
August 2018 (Internet archive.)

6. Silicon Valley Writes a Playbook to Help Avert Ethical Disasters By Arielle Pardes, Wired, August 2018
(Internet archive.)
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https://www.bbc.com/news/technology-51673296
https://web.archive.org/web/20200414125415/https://www.bbc.com/news/technology-51673296
https://knowablemagazine.org/article/technology/2020/why-some-artificial-intelligence-smart-until-its-dumb
http://web.archive.org/web/20201030145231/https://knowablemagazine.org/article/technology/2020/why-some-artificial-intelligence-smart-until-its-dumb
https://builtin.com/software-engineering-perspectives/kent-beck-geeks-gusto-globalization
http://web.archive.org/web/20201102144419/https://builtin.com/software-engineering-perspectives/kent-beck-geeks-gusto-globalization
https://katycook.net/the-top-five-ethical-concerns-for-the-tech-industry-in-2020/
http://web.archive.org/web/20201102150822/https://katycook.net/the-top-five-ethical-concerns-for-the-tech-industry-in-2020/
http://web.archive.org/web/20201102150822/https://katycook.net/the-top-five-ethical-concerns-for-the-tech-industry-in-2020/
http://www.digitaljournal.com/tech-and-science/technology/how-to-anticipate-if-technologies-will-be-used-maliciously/article/528999
http://web.archive.org/web/20201102152855/http://www.digitaljournal.com/tech-and-science/technology/how-to-anticipate-if-technologies-will-be-used-maliciously/article/528999
https://www.wired.com/story/ethical-os/
http://web.archive.org/web/20210118142417/https://www.wired.com/story/ethical-os/


7. A new toolkit to help tech companies be more ethical By Molly Wood, Marketplace Tech Blogs, September
2018 (Internet archive.)

8. Reducing the carbon footprint of artificial intelligence By Rob Matheson, MIT News, April 23, 2020.
(Internet archive.)

9. Artificial intelligence is evolving all by itself By Edd Gent, AAAS Science, Apr. 13, 2020 (Internet
archive.)

10. The Technology 202: IBM and Notre Dame team up on new tech ethics lab By Cat Zakrzewski, The
Washington Post, July, 2020 (Internet archive.)

11. What data can’t do By Hannah Fry, The New Yorker, March 2021 Internet archive.)

11.2 Smart Pills - IOT, Health and Privacy

1. The Potential and Perils of the IoT in Healthcare By Mark Stone, Security Intelligence, November 21,
2019. ( Internet archive.)

2. Australia’s First ’Virtual Hospital’ Implements Caretaker Medical’s Wireless Vital Signs Monitors for
COVID-19 Remote Patient Monitoring and Reporting By Jeff Pompeo, April 2020. ( Internet archive.)

3. Major Cyberattacks On Healthcare Grew 63% in 2016 By Kelly Sheridan, Darkreading, December 2016.
( Internet archive.)

4. Hacked IV Pumps and Digital Smart Pens Can Lead to Data Breaches By Dawn Kawamoto, Darkreading,
April 2017. ( Internet archive.)

5. St. Jude admits security vulnerabilities in cardiac devices By Jessica Davis, January 2017, Healthcare
news. ( Internet archive.)

6. Bluetooth-Related Flaws Threaten Dozens of Medical Devices By Lily Hay Newman, Wired, 20 Feb, 2020.
( Internet archive.)

7. Gut feeling: the swallowable gut sensor that could replace a colonoscopy, By Buffy Gorrilla, January 2017,
The Sydney Morning Herald. ( Internet archive.)

8. Quelle éthique pour l’intelligence artificielle en santé? By juri-geek, the conversation, April 2018. (
Internet archive.)

9. FDA approves pill with sensor that digitally tracks if patients have ingested their medication By Sandy
Wash, US-FDA Press release, November 2017 ( Internet archive.)

10. Smart locks opened with nothing more than a MAC address By Charlie Osborne, ZDNet, August 2020. (
Internet archive.)

11. The Potential and Perils of the IoT in Healthcare By Mark Stone, Security Intelligence, November 21,
2019. ( Internet archive.)

12. Artificial intelligence model detects asymptomatic Covid-19 infections through cellphone-recorded coughs
By Jennifer Chu, MIT News, October 29, 2020 (Internet archive.)

13. St. Jude admits security vulnerabilities in cardiac devices By Jessica Davis, HealthCare IT News, January
10, 2017 (Internet archive.)

14. Hacked IV Pumps and Digital Smart Pens Can Lead to Data Breaches By Dawn Kawamoto, DarkReading,
April, 2017 (Internet archive.)
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https://www.marketplace.org/2018/09/04/new-toolkit-help-tech-companies-be-more)-ethical/
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https://news.mit.edu/2020/artificial-intelligence-ai-carbon-footprint-0423
http://web.archive.org/web/20201102161013/https://news.mit.edu/2020/artificial-intelligence-ai-carbon-footprint-0423
https://www.sciencemag.org/news/2020/04/artificial-intelligence-evolving-all-itself
http://web.archive.org/web/20210118154202/https://www.sciencemag.org/news/2020/04/artificial-intelligence-evolving-all-itself
http://web.archive.org/web/20210118154202/https://www.sciencemag.org/news/2020/04/artificial-intelligence-evolving-all-itself
https://www.washingtonpost.com/news/powerpost/paloma/the-technology-202/2020/07/01/the-technology-202-ibm-and-notre-dame-team-up-on-new-tech-ethics-lab/5efb6d1b88e0fa7b44f6b1b2/
https://web.archive.org/web/20210118161747/https://www.washingtonpost.com/news/powerpost/paloma/the-technology-202/2020/07/01/the-technology-202-ibm-and-notre-dame-team-up-on-new-tech-ethics-lab/5efb6d1b88e0fa7b44f6b1b2/
https://www.newyorker.com/magazine/2021/03/29/what-data-cant-do
http://web.archive.org/web/20210429133002/https://www.newyorker.com/magazine/2021/03/29/what-data-cant-do
https://securityintelligence.com/articles/the-potential-and-perils-of-the-iot-in-healthcare/
https://web.archive.org/web/20201021081330/https://securityintelligence.com/articles/the-potential-and-perils-of-the-iot-in-healthcare/
https://www.prnewswire.com/news-releases/australias-first-virtual-hospital-implements-caretaker-medicals-wireless-vital-signs-monitors-for-covid-19-remote-patient-monitoring-and-reporting-301037114.html
https://www.prnewswire.com/news-releases/australias-first-virtual-hospital-implements-caretaker-medicals-wireless-vital-signs-monitors-for-covid-19-remote-patient-monitoring-and-reporting-301037114.html
https://web.archive.org/web/20201021081735/https://www.prnewswire.com/news-releases/australias-first-virtual-hospital-implements-caretaker-medicals-wireless-vital-signs-monitors-for-covid-19-remote-patient-monitoring-and-reporting-301037114.html
https://www.darkreading.com/attacks-breaches/major-cyberattacks-on-healthcare-grew-63--in-2016/d/d-id/1327779
https://web.archive.org/web/20201021081941/https://www.darkreading.com/attacks-breaches/major-cyberattacks-on-healthcare-grew-63--in-2016/d/d-id/1327779
https://www.darkreading.com/mobile/hacked-iv-pumps-and-digital-smart-pens-can-lead-to-data-breaches/d/d-id/1330536
https://web.archive.org/web/20201021083330/https://www.darkreading.com/mobile/hacked-iv-pumps-and-digital-smart-pens-can-lead-to-data-breaches/d/d-id/1330536
https://www.healthcareitnews.com/news/st-jude-admits-security-vulnerabilities-cardiac-devices
https://web.archive.org/web/20201021083707/https://www.healthcareitnews.com/news/st-jude-admits-security-vulnerabilities-cardiac-devices
https://www.wired.com/story/bluetooth-flaws-ble-internet-of-things-pacemakers/
http://web.archive.org/web/20200414151055/https://www.wired.com/story/bluetooth-flaws-ble-internet-of-things-pacemakers/
https://www.smh.com.au/national/gut-feeling-the-swallowable-gut-sensor-that-could-replace-a-colonoscopy-20170118-gttout.html
https://web.archive.org/web/20201021122724/https://www.smh.com.au/national/gut-feeling-the-swallowable-gut-sensor-that-could-replace-a-colonoscopy-20170118-gttout.html
https://theconversation.com/quelle-ethique-pour-lintelligence-artificielle-en-sante-94852
http://web.archive.org/web/20201030151513/https://theconversation.com/quelle-ethique-pour-lintelligence-artificielle-en-sante-94852
https://www.fda.gov/news-events/press-announcements/fda-approves-pill-sensor-digitally-tracks-if-patients-have-ingested-their-medication
http://web.archive.org/web/20201030151853/https://www.fda.gov/news-events/press-announcements/fda-approves-pill-sensor-digitally-tracks-if-patients-have-ingested-their-medication
https://www.zdnet.com/article/smart-locks-opened-with-nothing-more-than-a-mac-address/
http://web.archive.org/web/20201030154438/https://www.zdnet.com/article/smart-locks-opened-with-nothing-more-than-a-mac-address/
https://securityintelligence.com/articles/the-potential-and-perils-of-the-iot-in-healthcare/
http://web.archive.org/web/20201030160013/https://securityintelligence.com/articles/the-potential-and-perils-of-the-iot-in-healthcare/
https://news.mit.edu/2020/covid-19-cough-cellphone-detection-1029
http://web.archive.org/web/20210118110406/https://news.mit.edu/2020/covid-19-cough-cellphone-detection-1029
https://www.healthcareitnews.com/news/st-jude-admits-security-vulnerabilities-cardiac-devices
http://web.archive.org/web/20210118160210/https://www.healthcareitnews.com/news/st-jude-admits-security-vulnerabilities-cardiac-devices
https://www.darkreading.com/mobile/hacked-iv-pumps-and-digital-smart-pens-can-lead-to-data-breaches/d/d-id/1330536?&web_view=true
http://web.archive.org/web/20210118160540/https://www.darkreading.com/mobile/hacked-iv-pumps-and-digital-smart-pens-can-lead-to-data-breaches/d/d-id/1330536?web_view=true


15. Artificial intelligence produces data synthetically to help treat diseases like COVID-19 By Joonas Jalko,
Aalto A?, June 2020 (Internet archive.)

16. Gut feeling: the swallowable gut sensor that could replace a colonoscopy By Buffy Gorrilla,Sunday Morning
Herald, January 20, 2017 (Internet archive.)

17. Australias first virtual hospital for COVID-19 patients use Caretaker Medical wireless patient monitor for
remote monitoring and reporting. By Caretaker medical, April 2020. (Internet archive.)

18. Blueprint for the perfect coronavirus app. By Felix Wrsten, ETH Zurich News, July 2020. (Internet
archive.)

19. Major Cyberattacks On Healthcare Grew 63% In 2016 By Kelly Sheridan, DarkReading, December 2016.
(Internet archive.)

20. Smart Home Devices Can Reveal Behaviors Associated With Dementia By Michelle Hampson, IEEE
Spectrum, June 2020 (Internet archive.)

21. Quelle éthique pour lintelligence artificielle en santé ? By Chronique Juri Geek, The conversation, April
2018 (Internet archive.)

22. La santé connectée est-elle une bonne idée ? By Maddyness, March, 2020. (Internet archive.)

23. HSE donates contact tracing app to global public health project By Ciara O’Brien, The irish Times, July,
2020. (Internet archive.)

24. Apple warns iPhone 12 owners to keep them away from medical devices. By Anthony Cuthbertson,
January 2021, The Independent. (Internet archive.)

25. Ingestibles / Les pilules intelligentes arrivent sur le march! By Mathieu Carlier, 2018, Le Blog Domotique
(Internet archive.)

26. This electronic pill can send Wi-Fi updates from your tummy for days. By Nsikan Akpan,February 2017,
PBS. (Internet archive.)

27. More than half of medical devices found to have critical vulnerabilities. By Allison Murray, January 2022,
ZDNET. (Internet archive.)

11.3 Software Certification, Accreditation and Testing - professional ethics for
software engineering

1. Boeing 787s must be turned off and on every 51 days to prevent ’misleading data’ being shown to pilots.
US air safety bods call it ’potentially catastrophic’ if reboot directive not implemented. By Gareth Corfield,
The Register, 2 Apr 2020. (Internet archive.)

2. Ethiopian Report on 737 Max Crash Blames Boeing. By Simon Marks and Abdi Latif Dahir, New York
Times, March 9, 2020. (Internet archive.)

3. How the Boeing 737 Max Disaster Looks to a Software Developer. By Gregory Travis, IEEE Spectrum,
18 April 2019. (Internet archive.)

4. Volkswagen emissions scandal: mass lawsuit opens in Germany By Jasper Jolly, The Guardian, 30 Sep,
2019. (Internet archive.)

5. Boeings problem was not engineering. It was a loss of corporate empathy. By Gregory Travis, May 2019.
(Internet archive.)
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https://www.aalto.fi/en/news/artificial-intelligence-produces-data-synthetically-to-help-treat-diseases-like-covid-19
https://web.archive.org/web/20210128074508/https://www.aalto.fi/en/news/artificial-intelligence-produces-data-synthetically-to-help-treat-diseases-like-covid-19
https://www.smh.com.au/national/gut-feeling-the-swallowable-gut-sensor-that-could-replace-a-colonoscopy-20170118-gttout.html
https://web.archive.org/web/20210128075316/https://www.smh.com.au/national/gut-feeling-the-swallowable-gut-sensor-that-could-replace-a-colonoscopy-20170118-gttout.html
https://www.caretakermedical.net/australias-first-virtual-hospital-for-covid-19-patients-use-caretaker-m
https://www.caretakermedical.net/australias-first-virtual-hospital-for-covid-19-patients-use-caretaker-m
https://web.archive.org/web/20210128075937/https://www.caretakermedical.net/australias-first-virtual-hospital-for-covid-19-patients-use-caretaker-medical-wireless-patient-monitor-for-remote-monitoring-and-reporting/
https://ethz.ch/en/news-and-events/eth-news/news/2020/07/blueprint-for-the-perfect-coronavirus-app.html
https://web.archive.org/web/20210128080902/https://ethz.ch/en/news-and-events/eth-news/news/2020/07/blueprint-for-the-perfect-coronavirus-app.html
https://web.archive.org/web/20210128080902/https://ethz.ch/en/news-and-events/eth-news/news/2020/07/blueprint-for-the-perfect-coronavirus-app.html
https://www.darkreading.com/attacks-breaches/major-cyberattacks-on-healthcare-grew-63--in-2016/d/d-id/1327779
https://web.archive.org/web/20210128081339/https://www.darkreading.com/attacks-breaches/major-cyberattacks-on-healthcare-grew-63--in-2016/d/d-id/1327779
https://theconversation.com/quelle-ethique-pour-lintelligence-artificielle-en-sante-94852
https://web.archive.org/web/20210128082806/https://theconversation.com/quelle-ethique-pour-lintelligence-artificielle-en-sante-94852
https://www.maddyness.com/2020/03/12/sante-connectee-bonne-idee/
https://web.archive.org/web/20210128083028/https://www.maddyness.com/2020/03/12/sante-connectee-bonne-idee/
https://www.irishtimes.com/business/health-pharma/hse-donates-contact-tracing-app-to-global-public-health-project-1.4308955
https://web.archive.org/web/20210128083508/https://www.irishtimes.com/business/health-pharma/hse-donates-contact-tracing-app-to-global-public-health-project-1.4308955
https://www.independent.co.uk/life-style/gadgets-and-tech/apple-iphone-12-pacemaker-magsafe-b1792708.html
http://web.archive.org/web/20210429132450/https://www.independent.co.uk/life-style/gadgets-and-tech/apple-iphone-12-pacemaker-magsafe-b1792708.html
http://www.leblogdomotique.fr/sante/ingestibles-pillules-intelligentes-7040
http://www.leblogdomotique.fr/sante/ingestibles-pillules-intelligentes-7040
http://web.archive.org/web/20210607144513/https://www.pbs.org/newshour/science/device-harvests-energy-stomach-sends-wifi-updates
https://www.zdnet.com/article/more-than-half-of-medical-devices-have-critical-vulnerabilities/
https://www.theregister.co.uk/2020/04/02/boeing_787_power_cycle_51_days_stale_data/
https://www.theregister.co.uk/2020/04/02/boeing_787_power_cycle_51_days_stale_data/
https://web.archive.org/web/20200414143533/https://www.theregister.co.uk/2020/04/02/boeing_787_power_cycle_51_days_stale_data/
https://nyti.ms/2wCz57r
http://web.archive.org/web/20200414150029/https://www.nytimes.com/2020/03/09/world/africa/ethiopia-crash-boeing.html
https://spectrum.ieee.org/aerospace/aviation/how-the-boeing-737-max-disaster-looks-to-a-software-developer
https://web.archive.org/web/20201021124011/https://spectrum.ieee.org/aerospace/aviation/how-the-boeing-737-max-disaster-looks-to-a-software-developer
https://www.theguardian.com/business/2019/sep/30/volkswagen-emissions-scandal-mass-lawsuit-opens-in-germany
http://web.archive.org/web/20200414145603/https://www.theguardian.com/business/2019/sep/30/volkswagen-emissions-scandal-mass-lawsuit-opens-in-germany
https://flyersrights.org/737-max/boeings-problem-was-not-engineering-it-was-a-loss-of-corporate-empathy/
http://web.archive.org/web/20200414152519/https://flyersrights.org/737-max/boeings-problem-was-not-engineering-it-was-a-loss-of-corporate-empathy/


6. Why We Need to Address Ethical Issues In Software Engineering By Daniel Alcanja, Simple Programmer,
October 9, 2019. (Internet archive.)

7. Post Office IT system that ruined lives ’still faulty’, MPs told. By Brian Wheeler, BBC News, 10 March
2020. (Internet archive.)

8. Tech Ethics New Years Resolution: Dont Build Software You Will Regret. By Jennifer Riggins, The
NewStack, 1 Jan 2019. (Internet archive.)

9. Ethical debt and the great online pivot By Samantha Ahern, wonkhe.com, April 2020. (Internet archive.)

10. IT professionals are to blame for robodebt - What happened to ethics? By Craig McDonald, ACS Infor-
mation Age,June 2020. (Internet archive.)

11. Q&A: What led to Boeings 737 MAX crisis By Dominic Gates, Seattle Times, Nov. 18, 2020 (Internet
archive.)

12. Software bungle meant NHS Covid app failed to warn users to self-isolate By Tom Calver and Gabriel
Pogrund, The Times, November 2020 (Internet archive.)

13. Flight in serious incident after every Miss on board assigned childs weight By PA, Irish Times, April 2021.
(Internet archive.)

11.4 Introduction to Programming - Algorithmic (AI) Bias

1. Machine Bias - Theres software used across the country to predict future criminals. And its biased
against blacks. By Julia Angwin, Jeff Larson, Surya Mattu and Lauren Kirchner, ProPublica, May 23,
2016. (Internet archive.)

2. A computer program used for bail and sentencing decisions was labeled biased against blacks. Its actually
not that clear. By Sam Corbett-Davies, Emma Pierson, Avi Feller and Sharad Goel, The Washington
Post, Oct. 17, 2016. (Internet archive.)

3. AI systems claiming to ’read’ emotions pose discrimination risks. By Hannah Devlin, The Guardian,Sun
16 Feb 2020. (Internet archive.)

4. Are Your Algorithms Upholding Your Standards of Fairness? By Michael Li, Harvard Business Review,
November 05, 2019. (Internet archive.)

5. Wrongfully Accused by an Algorithm By Kashmir Hill, NYT, June 2020. (Internet archive.)

6. Response: Racial and Gender bias in Amazon Rekognition Commercial AI System for Analyzing Faces.
By Joy Buolamwini, Medium, January 2019. (Internet archive.)

7. Diversity in AI is not your problem, its hers. By Robert Munro, medium.com, Nov 12, 2019 (Internet
archive.)

8. Home Office agrees to scrap racist visa application algorithm. By May Bulman, Social Affairs Correspon-
dent, The Independent, August 2020. (Internet archive.)

9. The Ethical Engine: Integrating Ethical Design into Intro Computer Science By Evan Peck, medium.com,
July 2017. (Internet archive.)

10. When algorithms define kids by postcode: UK exam results chaos reveal too much reliance on data analytics
By Charlie Osborne for Between the Lines, ZDNET, August 2020. (Internet archive.)

47

https://simpleprogrammer.com/ethical-issues-software-engineering/
http://web.archive.org/web/20200414091210/https://simpleprogrammer.com/ethical-issues-software-engineering/
https://www.bbc.com/news/uk-politics-51817918
http://web.archive.org/web/20200414152658/https://www.bbc.com/news/uk-politics-51817918
https://thenewstack.io/tech-ethics-new-years-resolution-dont-build-software-you-will-regret/
http://web.archive.org/save/https://thenewstack.io/tech-ethics-new-years-resolution-dont-build-software-you-will-regret/
https://wonkhe.com/blogs/ethical-debt-and-the-great-online-pivot/
http://web.archive.org/web/20201102152358/https://wonkhe.com/blogs/ethical-debt-and-the-great-online-pivot/
https://ia.acs.org.au/article/2020/it--professionals--are-to-blame-for-robodebt.html
http://web.archive.org/web/20210115161059/https://ia.acs.org.au/article/2020/it--professionals--are-to-blame-for-robodebt.html
https://www.seattletimes.com/business/boeing-aerospace/what-led-to-boeings-737-max-crisis-a-qa/
http://web.archive.org/web/20210118104626/https://www.seattletimes.com/business/boeing-aerospace/what-led-to-boeings-737-max-crisis-a-qa/
http://web.archive.org/web/20210118104626/https://www.seattletimes.com/business/boeing-aerospace/what-led-to-boeings-737-max-crisis-a-qa/
https://www.thetimes.co.uk/article/software-bungle-meant-nhs-covid-app-failed-to-warn-users-to-self-isolate-6tzstqnr9
http://web.archive.org/web/20210118141432/https://www.thetimes.co.uk/article/software-bungle-meant-nhs-covid-app-failed-to-warn-users-to-self-isolate-6tzstqnr9
https://www.irishtimes.com/life-and-style/travel/europe/flight-in-serious-incident-after-every-miss-on-board-assigned-child-s-weight-1.4532856
http://web.archive.org/web/20210430092059/https://www.irishtimes.com/life-and-style/travel/europe/flight-in-serious-incident-after-every-miss-on-board-assigned-child-s-weight-1.4532856
https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing
https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing
https://web.archive.org/web/20200414092922/https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing
https://www.washingtonpost.com/news/monkey-cage/wp/2016/10/17/can-an-algorithm-be-racist-our-analysis-is-more-cautious-than-propublicas/
https://www.washingtonpost.com/news/monkey-cage/wp/2016/10/17/can-an-algorithm-be-racist-our-analysis-is-more-cautious-than-propublicas/
https://web.archive.org/save/https://www.washingtonpost.com/news/monkey-cage/wp/2016/10/17/can-an-algorithm-be-racist-our-analysis-is-more-cautious-than-propublicas/
https://www.theguardian.com/technology/2020/feb/16/ai-systems-claiming-to-read-emotions-pose-discrimination-risks
https://web.archive.org/web/20200414143653/https://www.theguardian.com/technology/2020/feb/16/ai-systems-claiming-to-read-emotions-pose-discrimination-risks
https://hbr.org/2019/11/are-your-algorithms-upholding-your-standards-of-fairness
http://web.archive.org/web/20200414145711/https://hbr.org/2019/11/are-your-algorithms-upholding-your-standards-of-fairness
https://www.nytimes.com/2020/06/24/technology/facial-recognition-arrest.html
https://web.archive.org/web/20201021080046/https://www.nytimes.com/2020/06/24/technology/facial-recognition-arrest.html
https://medium.com/@Joy.Buolamwini/response-racial-and-gender-bias-in-amazon-rekognition-commercial-ai-system-for-analyzing-faces-a289222eeced
https://web.archive.org/web/20201021080410/https://medium.com/@Joy.Buolamwini/response-racial-and-gender-bias-in-amazon-rekognition-commercial-ai-system-for-analyzing-faces-a289222eeced
https://medium.com/@robert.munro/bias-in-ai-3ea569f79d6a
http://web.archive.org/web/20201030145929/https://medium.com/@robert.munro/bias-in-ai-3ea569f79d6a
http://web.archive.org/web/20201030145929/https://medium.com/@robert.munro/bias-in-ai-3ea569f79d6a
https://www.independent.co.uk/news/uk/home-news/home-office-visa-application-algorithm-racist-a9654016.html
http://web.archive.org/web/20201030150723/https://www.independent.co.uk/news/uk/home-news/home-office-visa-application-algorithm-racist-a9654016.html
https://medium.com/bucknell-hci/the-ethical-engine-integrating-ethical-design-into-intro-to-computer-science-4f9874e756af
http://web.archive.org/web/20201102142600/https://medium.com/bucknell-hci/the-ethical-engine-integrating-ethical-design-into-intro-to-computer-science-4f9874e756af
https://www.zdnet.com/article/when-algorithms-define-kids-by-postcode-uk-exam-results-chaos-reveal-too-much-reliance-on-data-analytics/
http://web.archive.org/web/20201102145238/https://www.zdnet.com/article/when-algorithms-define-kids-by-postcode-uk-exam-results-chaos-reveal-too-much-reliance-on-data-analytics/


11. A-Level calculations shine a spotlight on unfair algorithms By Cliff Sarans, Computer Weekly, August
2020. (Internet archive.)

12. ACM calls for governments and businesses to stop using facial recognition By Khari Johnson, Venture-
Beat, June 2020. (Internet archive.)

13. AI researchers condemn predictive crime software, citing racial bias and flawed methods By Taylor Hat-
maker, techCrunch, June 24, 2020 (Internet archive.)

14. How our data encodes systematic racism By Deborah Raji, MIT Technology review, December 2020
(Internet archive.)

15. A-Levels 2020: Who are the grade-adjusting algorithm’s winners and losers? By Dominic Gilbert and
Alex Clark, The Telegraph, 15 August 2020, (Internet archive.)

16. How IBM Is Working Toward a Fairer AI By Francesca Rossi, Harvard Business Review, November 05,
2020 (Internet archive.)

17. Researchers show that computer vision algorithms pretrained on ImageNet exhibit multiple, distressing
biases By Kyle Wiggers, Vulture Beat, November 03, 2020 (Internet archive.)

18. Uber and Lyft pricing algorithms charge more in non-white areas By Donna Lu, New Scientist Technology,
June 2020 (Internet archive.)

19. Nearly half of councils in Great Britain use algorithms to help make claims decisions By Sarah Marsh
and Niamh McIntyre, The Guardian, October 2020 (Internet archive.)

20. Who Should Stop Unethical A.I.? By Matthew Hutson, The NewYorker, February 2021 (Internet archive.)

21. 2020 in Review: 10 AI Failures By Fangyu Cai and Yuan Yuan, synchedreview.com, January 2021.
(Internet archive.)

22. An Epidemic of AI Misinformation By Gary Marcus, The Gradient, November 2019. (Internet archive.)

23. Ethics of AI: Benefits and risks of artificial intelligence By Tiernan Ray, April 30, 2021, ZDNet. (.)

24. It Began as an AI-Fueled Dungeon Game. It Got Much Darker By Tom Simonite, May 2021, Wired
Magazine (.)

11.5 HCI-UX - Dark arts of interface design - dishonesty and manipulation

1. Trump Camp Uses Online Gimmick to Fuel Donations Into December. By Shane Goldmacher, New York
Times, Oct. 31, 2020 (Internet archive.)

2. How Trump Steered Supporters Into Unwitting Donations. By Shane Goldmacher, April 3, 2021,The New
York Times, (Internet archive.)

3. A UX designer breaks down the intentionally malicious design of Trumps campaign website. By Nicole
Karlise, August 2020, Salon.com. (Internet archive.)

4. Your worst UX nightmare... notions of ethics in an unethical(?) industry. By Tyler Winstead, October
24, 2019, TryMyUI Blog. (Internet archive.)
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https://www.computerweekly.com/blog/Cliff-Sarans-Enterprise-blog/A-Level-calculations-shine-a-spotlight-on-unfair-algorithms
http://web.archive.org/web/20201102145450/https://www.computerweekly.com/blog/Cliff-Sarans-Enterprise-blog/A-Level-calculations-shine-a-spotlight-on-unfair-algorithms
https://venturebeat.com/2020/06/26/ai-weekly-a-deep-learning-pioneers-teachable-moment-on-ai-bias/
https://techcrunch.com/2020/06/23/ai-crime-prediction-open-letter-springer/
http://web.archive.org/web/20201102151738/https://techcrunch.com/2020/06/23/ai-crime-prediction-open-letter-springer/
https://www.technologyreview.com/2020/12/10/1013617/racism-data-science-artificial-intelligence-ai-opinion/
http://web.archive.org/web/20210115151751/https://www.technologyreview.com/2020/12/10/1013617/racism-data-science-artificial-intelligence-ai-opinion/
https://www.telegraph.co.uk/news/0/a-levels-2020-algorithms-winners-losers/
http://web.archive.org/web/20210118105116/https://www.telegraph.co.uk/news/0/a-levels-2020-algorithms-winners-losers/
https://hbr.org/2020/11/how-ibm-is-working-toward-a-fairer-ai
http://web.archive.org/web/20210118111142/https://hbr.org/2020/11/how-ibm-is-working-toward-a-fairer-ai
https://venturebeat.com/2020/11/03/researchers-show-that-computer-vision-algorithms-pretrained-on-imagenet-exhibit-multiple-distressing-biases/
https://venturebeat.com/2020/11/03/researchers-show-that-computer-vision-algorithms-pretrained-on-imagenet-exhibit-multiple-distressing-biases/
http://web.archive.org/web/20210118141058/https://venturebeat.com/2020/11/03/researchers-show-that-computer-vision-algorithms-pretrained-on-imagenet-exhibit-multiple-distressing-biases/
https://www.newscientist.com/article/2246202-uber-and-lyft-pricing-algorithms-charge-more-in-non-white-areas/
http://web.archive.org/web/20210118160823/https://www.newscientist.com/article/2246202-uber-and-lyft-pricing-algorithms-charge-more-in-non-white-areas/
https://www.theguardian.com/society/2020/oct/28/nearly-half-of-councils-in-great-britain-use-algorithms-to-help-make-claims-decisions
https://web.archive.org/web/20210118163815/https://www.theguardian.com/society/2020/oct/28/nearly-half-of-councils-in-great-britain-use-algorithms-to-help-make-claims-decisions
https://www.newyorker.com/tech/annals-of-technology/who-should-stop-unethical-ai
http://web.archive.org/web/20210429132211/https://www.newyorker.com/tech/annals-of-technology/who-should-stop-unethical-ai
https://syncedreview.com/2021/01/01/2020-in-review-10-ai-failures/
http://web.archive.org/web/20210430095753/https://syncedreview.com/2021/01/01/2020-in-review-10-ai-failures/
https://thegradient.pub/an-epidemic-of-ai-misinformation/
http://web.archive.org/web/20210430100409/https://thegradient.pub/an-epidemic-of-ai-misinformation/
https://www.zdnet.com/article/ethics-of-ai-the-benefits-and-risks-of-artificial-intelligence/
http://web.archive.org/web/20210611130131/https://www.zdnet.com/article/ethics-of-ai-the-benefits-and-risks-of-artificial-intelligence/
https://www.wired.com/story/ai-fueled-dungeon-game-got-much-darker/
http://web.archive.org/web/20210611133330/https://www.wired.com/story/ai-fueled-dungeon-game-got-much-darker/
https://www.nytimes.com/2020/10/31/us/politics/trump-fundraising-donations.html
http://web.archive.org/web/20201101075655/https://www.nytimes.com/2020/10/31/us/politics/trump-fundraising-donations.html
https://www.nytimes.com/2021/04/03/us/politics/trump-donations.html
http://web.archive.org/web/20210429124901/https://www.nytimes.com/2021/04/03/us/politics/trump-donations.html
https://www.salon.com/2020/08/19/a-ux-designer-breaks-down-the-intentionally-malicious-design-of-trumps-campaign-website/
http://web.archive.org/web/20210429125300/https://www.salon.com/2020/08/19/a-ux-designer-breaks-down-the-intentionally-malicious-design-of-trumps-campaign-website/
https://www.trymyui.com/blog/2019/10/24/nightmarish-notions-of-ux-ethics/
http://web.archive.org/web/20210603124940/https://www.trymyui.com/blog/2019/10/24/nightmarish-notions-of-ux-ethics/


11.6 Autonomous Vehicles - more than just a trolley problem

1. EU Parliament to vote on AI resolution to give us power to overrule machines. By Colm Gorey, Silicon
Republic, 23 Jan 2020. (Internet archive.)

2. Tesla Autopilot System Found Probably at Fault in 2018 Crash. By Niraj Chokshi, New York Times, Feb
25,2020. ( Internet archive.)

3. NTSB blasts Tesla,CalTrans, and NHTSA forAutopilot death. There was plenty of blame to go around
for the Apple engineer’s death in 2018. By Jonathan M. Gitlan, Ars Technica, 2/26/2020. (Internet
archive.)

4. Is One of the Most Popular Psychology Experiments Worthless? By Olga Khazan, The Atlantic, Health,
July 2014 (Internet archive.)

5. Countries agree regulations for automated driving By The Japan Times, June 2020. (Internet archive.)

6. Tesla is putting self-driving in the hands of drivers amid criticism the tech is not ready By Faiz Siddiqui,
The Washington Post, October 2020. (Internet archive.)

7. Tesla’s autopilot ’easily tricked’ into driving with nobody in it By Adam Smith, The Independent, April
2021. (Internet archive.)

8. Two die in Tesla car crash in Texas with no one in drivers seat, police say By The Guardian, Technology,
April 20201. (Internet archive.)

9. Germany gives greenlight to driverless vehicles on public roads. By Rebecca Bellan, Tech Crunch, May
2021. (Internet archive.)

10. Inside Tesla as Elon Musk Pushed an Unflinching Vision for Self-Driving Cars. By Cade Metz and Neal
E. Boudette, NY Times, December 2021 (Internet archive.)

11. Inside Tesla as Elon Musk Pushed an Unflinching Vision for Self-Driving Cars. By Tom Kridher and
Stefanie Dazio, January 2022, ABC News (Internet archive.)

11.7 Technical Debt

1. Patch fixing critical Log4J 0-day has its own vulnerability thats under exploit By Dan Goodin, December
2021 (Internet archive.)

2. Trouble with Exchange in 2022 Cannot Convert 220101001 to long By Marius Sandbu, January 2022
(Internet archive.)

3. Managing the Consequences of Technical Debt: 5 Stories from the Field By Ipek Ozkaya and Robert
Nord, May 2019, Insights CMU. (Internet archive.)

4. Ethical Tech Starts With Addressing Ethical Debt By Casey Fiesler and Natalie Garrett, Sep 2020, Wired.
(Internet archive.)

12 Other Case Studies From The Popular Press

12.1 AI

1. For truly ethical AI, its research must be independent from big tech By Timnit Gebru, The Guardian,
December 2021. (Internet archive.)

2. AIs 6 Worst-Case Scenarios Who needs Terminators when you have precision clickbait and ultra-deepfakes?
By Natasha Bajema, IEEE Spectrum, January 2022 (Internet archive.)
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https://www.siliconrepublic.com/machines/eu-parliament-ai-resolution-power-overrule-machines
http://web.archive.org/web/20200414144614/https://www.siliconrepublic.com/machines/eu-parliament-ai-resolution-power-overrule-machines
https://www.nytimes.com/2020/02/25/business/tesla-autopilot-ntsb.html
https://web.archive.org/web/20200414095141/https://www.nytimes.com/2020/02/25/business/tesla-autopilot-ntsb.html
https://arstechnica.com/cars/2020/02/ntsb-blasts-tesla-caltrans-and-nhtsa-for-autopilot-death/
https://arstechnica.com/cars/2020/02/ntsb-blasts-tesla-caltrans-and-nhtsa-for-autopilot-death/
https://web.archive.org/web/20200414143747/https://arstechnica.com/cars/2020/02/ntsb-blasts-tesla-caltrans-and-nhtsa-for-autopilot-death/
https://web.archive.org/web/20200414143747/https://arstechnica.com/cars/2020/02/ntsb-blasts-tesla-caltrans-and-nhtsa-for-autopilot-death/
https://www.theatlantic.com/health/archive/2014/07/what-if-one-of-the-most-popular-experiments-in-psychology-is-worthless/374931/
http://web.archive.org/web/20201030155011/https://www.theatlantic.com/health/archive/2014/07/what-if-one-of-the-most-popular-experiments-in-psychology-is-worthless/374931/
https://www.japantimes.co.jp/news/2020/06/26/business/tech/countries-agree-regulations-automated-driving/
http://web.archive.org/web/20201102143923/https://www.japantimes.co.jp/news/2020/06/26/business/tech/countries-agree-regulations-automated-driving/
https://www.washingtonpost.com/technology/2020/10/21/tesla-self-driving/
http://web.archive.org/web/20210118142047/https://www.washingtonpost.com/technology/2020/10/21/tesla-self-driving/
https://www.independent.co.uk/life-style/gadgets-and-tech/tesla-autopilot-tricked-driving-b1836385.html
http://web.archive.org/web/20210429123437/https://www.independent.co.uk/life-style/gadgets-and-tech/tesla-autopilot-tricked-driving-b1836385.html
https://www.theguardian.com/technology/2021/apr/19/two-die-in-tesla-crash-no-one-in-drivers-seat-police
http://web.archive.org/web/20210429130302/https://www.theguardian.com/technology/2021/apr/19/two-die-in-tesla-crash-no-one-in-drivers-seat-police
https://techcrunch.com/2021/05/24/germany-gives-greenlight-to-driverless-vehicles-on-public-roads/
http://web.archive.org/web/20210603123120/https://techcrunch.com/2021/05/24/germany-gives-greenlight-to-driverless-vehicles-on-public-roads/
https://www.nytimes.com/2021/12/06/technology/tesla-autopilot-elon-musk.html
https://web.archive.org/web/20220111142501/https://www.nytimes.com/2021/12/06/technology/tesla-autopilot-elon-musk.html
https://abcnews.go.com/US/wireStory/felony-charges-involving-driver-autopilot-82329651
https://arstechnica.com/information-technology/2021/12/patch-fixing-critical-log4j-0-day-has-its-own-vulnerability-thats-under-exploit/
https://web.archive.org/web/20220111174907/https://arstechnica.com/information-technology/2021/12/patch-fixing-critical-log4j-0-day-has-its-own-vulnerability-thats-under-exploit/
https://msandbu.org/trouble-with-exchange-2022-cannot-convert-220101001-to-long/
https://web.archive.org/web/20220111175356/https://msandbu.org/trouble-with-exchange-2022-cannot-convert-220101001-to-long/
https://insights.sei.cmu.edu/blog/managing-the-consequences-of-technical-debt-5-stories-from-the-field/
https://web.archive.org/web/20220111180150/https://insights.sei.cmu.edu/blog/managing-the-consequences-of-technical-debt-5-stories-from-the-field/
https://www.wired.com/story/opinion-ethical-tech-starts-with-addressing-ethical-debt/
https://web.archive.org/web/20220306153109/https://www.wired.com/story/opinion-ethical-tech-starts-with-addressing-ethical-debt/
https://www.theguardian.com/commentisfree/2021/dec/06/google-silicon-valley-ai-timnit-gebru
https://web.archive.org/web/20220111143445/https://www.theguardian.com/commentisfree/2021/dec/06/google-silicon-valley-ai-timnit-gebru
https://spectrum.ieee.org/ai-worst-case-scenarios
https://web.archive.org/web/20220111143752/https://spectrum.ieee.org/ai-worst-case-scenarios


12.2 Personal Assistants

1. Amazon, can I have my name back? By Alexa Juliana Ard, The Washington Post, December 2021.
(Internet archive.)

12.3 Privacy: Student Exam Surveillance and Proctoring

1. The impact of coronavirus on higher education By The Times Higher Education, June 2020. (Internet
archive.)

2. Remote education is rife with threats to student privacy By Nir Kshetri, The Conversation, November
2020. (Internet archive.)

3. Students express privacy and security concerns over proctoring software By Mark Colley, The Charlatan,
October 20, 2020 (Internet archive.)

4. The Pandemic Is No Excuse to Surveil Students - Trying to do so is all but useless. By Zeynep Tufekci,
The Atlantic, September 2020. (Internet archive.)

5. Exam anxiety: how remote test-proctoring is creeping students out By Monica Chin, The Verge, April
2020. (Internet archive.)

6. We cant teach in a technological dystopia By Andy Farrell, Times Higher Education, March 2021. (In-
ternet archive.)

7. Is Online Test-Monitoring Here to Stay? By Nora Caplan-Bricker, The New Yorker, May 27, 2021
(Internet archive.)

8. Student Proctoring Software Gets First Test Under EU Privacy Law By Tech & Telecom Law, July 29,
2020, Bloomberg Law (Internet archive.)

9. Online exam proctoring no longer allowed for UC Berkeley classes By Olivia Buccieri, April 5, 2020,
Berkeley’s News, The Daily Californian (Internet archive.)

10. Web cam watches students taking tests online By Justin Pope, June 2007, NBC News. (Internet archive.)

11. UAE students speak out against webcam policy for online exams By Daniel Sanderson April 13, 2020, The
National News. (Internet archive.)

12. Why online exams may breach data protection, equality and consumer law By Will Perry, July 2020,
Monckton Chambers. (Internet archive.)

13. On or off? California schools weigh webcam concerns during distance learning By Sydney Johnson,
August 2020, EdSource. (Internet archive.)

14. Colleges flock to online proctors, but equity concerns remain By Natalie Schwartz, April 7, 2020, High-
erEdDive. (Internet archive.)

15. Are Schools Forcing Students To Install Spyware That Invades Their Privacy As A Result Of The Coro-
navirus Lockdown? By Sean Lawson, Apr 24, 2020, Cybersecurity, Forbes. (Internet archive.)

16. Surveillance des examens en ligne : les rappels et conseils de la CNIL By CNIL (La Commission nationale
de l’informatique et des liberts de France ), May 2020. (Internet archive.)

17. Online Cheating Charges Upend Dartmouth Medical School By Natasha Singer and Aaron Krolik, The
New York Times, May 9, 2021 (Internet archive.)

18. Students of color are getting flagged to their teachers because testing software cant see them By Mitchell
Clark Apr 8, 2021, The Verge (Internet archive.)
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https://www.washingtonpost.com/podcasts/post-reports/alexa-can-i-have-my-name-back/
https://web.archive.org/web/20220111145025/https://www.washingtonpost.com/podcasts/post-reports/alexa-can-i-have-my-name-back/
https://www.timeshighereducation.com/hub/keystone-academic-solutions/p/impact-coronavirus-higher-education
http://web.archive.org/web/20210108140230/https://www.timeshighereducation.com/hub/keystone-academic-solutions/p/impact-coronavirus-higher-education/
http://web.archive.org/web/20210108140230/https://www.timeshighereducation.com/hub/keystone-academic-solutions/p/impact-coronavirus-higher-education/
https://theconversation.com/remote-education-is-rife-with-threats-to-student-privacy-148955
http://web.archive.org/web/20210115151330/https://theconversation.com/remote-education-is-rife-with-threats-to-student-privacy-148955
https://charlatan.ca/2020/10/students-express-privacy-and-security-concerns-over-proctoring-software/
http://web.archive.org/web/20210115153142/https://charlatan.ca/2020/10/students-express-privacy-and-security-concerns-over-proctoring-software/
https://www.theatlantic.com/technology/archive/2020/09/pandemic-no-excuse-colleges-surveil-students/616015/
http://web.archive.org/web/20210115153605/https://www.theatlantic.com/technology/archive/2020/09/pandemic-no-excuse-colleges-surveil-students/616015/
https://www.theverge.com/2020/4/29/21232777/examity-remote-test-proctoring-online-class-education
http://web.archive.org/web/20201102154427/https://www.theverge.com/2020/4/29/21232777/examity-remote-test-proctoring-online-class-education
https://www.timeshighereducation.com/features/we-cant-teach-technological-dystopia
http://web.archive.org/web/20210429131306/https://www.timeshighereducation.com/features/we-cant-teach-technological-dystopia
http://web.archive.org/web/20210429131306/https://www.timeshighereducation.com/features/we-cant-teach-technological-dystopia
https://www.newyorker.com/tech/annals-of-technology/is-online-test-monitoring-here-to-stay
http://web.archive.org/web/20210602090745/https://www.newyorker.com/tech/annals-of-technology/is-online-test-monitoring-here-to-stay
https://news.bloomberglaw.com/tech-and-telecom-law/student-proctoring-software-gets-first-test-under-eu-privacy-law
http://web.archive.org/web/20210602091816/https://news.bloomberglaw.com/tech-and-telecom-law/student-proctoring-software-gets-first-test-under-eu-privacy-law
https://www.dailycal.org/2020/04/05/online-exam-proctoring-no-longer-allowed-for-uc-berkeley-classes/
http://web.archive.org/web/20210602092428/https://www.dailycal.org/2020/04/05/online-exam-proctoring-no-longer-allowed-for-uc-berkeley-classes/
https://www.nbcnews.com/id/wbna19315329
http://web.archive.org/web/20210602093124/https://www.nbcnews.com/id/wbna19315329
https://www.thenationalnews.com/uae/education/uae-students-speak-out-against-webcam-policy-for-online-exams-1.1005549
http://web.archive.org/web/20210602095054/https://www.thenationalnews.com/uae/education/uae-students-speak-out-against-webcam-policy-for-online-exams-1.1005549
https://www.monckton.com/why-online-exams-may-breach-data-protection-equality-and-consumer-law/
http://web.archive.org/web/20210602095550/https://www.monckton.com/why-online-exams-may-breach-data-protection-equality-and-consumer-law/
https://edsource.org/2020/on-or-off-california-schools-weigh-webcam-concerns-during-distance-learning/638984
http://web.archive.org/web/20210602100048/https://edsource.org/2020/on-or-off-california-schools-weigh-webcam-concerns-during-distance-learning/638984
https://www.highereddive.com/news/colleges-flock-to-online-proctors-but-equity-concerns-remain/575642/
http://web.archive.org/web/20210602100746/https://www.highereddive.com/news/colleges-flock-to-online-proctors-but-equity-concerns-remain/575642/
https://www.forbes.com/sites/seanlawson/2020/04/24/are-schools-forcing-students-to-install-spyware-that-invades-their-privacy-as-a-result-of-the-coronavirus-lockdown/?sh=153d8b9638d8
https://www.forbes.com/sites/seanlawson/2020/04/24/are-schools-forcing-students-to-install-spyware-that-invades-their-privacy-as-a-result-of-the-coronavirus-lockdown/?sh=153d8b9638d8
http://web.archive.org/web/20210602101236/https://www.forbes.com/sites/seanlawson/2020/04/24/are-schools-forcing-students-to-install-spyware-that-invades-their-privacy-as-a-result-of-the-coronavirus-lockdown/
https://www.cnil.fr/fr/surveillance-des-examens-en-ligne-les-rappels-et-conseils-de-la-cnil
http://web.archive.org/web/20210602101755/https://www.cnil.fr/fr/surveillance-des-examens-en-ligne-les-rappels-et-conseils-de-la-cnil
https://www.nytimes.com/2021/05/09/technology/dartmouth-geisel-medical-cheating.html
http://web.archive.org/web/20210607094824/https://www.nytimes.com/2021/05/09/technology/dartmouth-geisel-medical-cheating.html
https://www.theverge.com/2021/4/8/22374386/proctorio-racial-bias-issues-opencv-facial-detection-schools-tests-remote-learning
http://web.archive.org/web/20210611132813/https://www.theverge.com/2021/4/8/22374386/proctorio-racial-bias-issues-opencv-facial-detection-schools-tests-remote-learning


12.4 Privacy: Facial Recognition

1. Leaked Reports Show EU Police Are Planning a Pan-European Network of Facial Recognition Databases
Zach Campbell, Chris Jones, The Intercept, February 21, 2020. ( Internet archive.)

2. The Secretive Company That Might End Privacy as We Know It. By Kasmir Hill, New York Times, Jan
18, 2020 (Internet archive.)

3. New facial recognition cameras get green light in London. By Elizabeth Howcroft, Irish Independent,
January 25 2020. ( Internet archive.)

4. It’s too late to ban face recognition here’s what we need instead. By Donna Lu, New Scientist, 24 January
2020. ( Internet archive.)

5. San Diegos massive, 7-year experiment with facial recognition technology appears to be a flop. By D J
Pangburn, Fast Company, 9 Jan 2020. (Internet archive.)

6. Harrisburg University Researchers Claim Their ’Unbiased’ Facial Recognition Software Can Identify Po-
tential Criminals By Tim Cushing, techdirt.com, 6 May 2020. (Internet archive.)

7. ACM calls for governments and businesses to stop using facial recognition By Khari Johnson, Venture-
Beat, June 2020. (Internet archive.)

8. Cloak your photos with this AI privacy tool to fool facial recognition By James Vincent, Aug 4, 2020.
(Internet archive.)

9. Clearview AI predicts 100 billion photos will give it worldwide facial recognition ability By Drew Harwell,
February 2022, Washington Post. (Internet archive.)

12.5 Privacy: General Surveillance

1. Brave uncovers widespread surveillance of UK citizens by private companies embedded on UK council
websites By Johnny Ryan, Brave Insights, Policy, Press, Research, Feb 4, 2020. ( Internet archive.)

2. Nest security cameras go offline after failed software update. By Andrew Griffin, The Independent,
Tuesday 25 February 2020. (Internet archive.)

3. IBMs photo-scraping scandal shows what a weird bubble AI researchers live in. By Karen Hao, MIT
Technology Review, Mar 15, 2019. (Internet archive.)

4. The apps you use on your phone could help diagnose your cognitive health. By Karen Hao, MIT Tech-
nology Review, Jan 10, 2020. (Internet archive.)

5. Alexa records you more often than you think. Youre not imagining it. Smart speakers inadvertently listen
to you all the time. By Sara Morrison, Vox, Feb 21, 2020. ( Internet archive.)

6. Law professionals banned from working at home near Alexa devices. By Aaron Rogan, Business Post, 23
Feb 2020. (Internet archive.)

7. Peering through the worlds webcams By Clive Thompson, Raconteur, February 2020. (Internet archive.)

8. Senate Votes to Allow FBI to Look at Your Web Browsing History Without a Warrant By Janus Rose,
Vice.com, May 13 2020 (Internet archive.)

9. Google sued for allegedly violating childrens biometric privacy with classroom tools By Chris Burt, Bio-
metricUpdate.com, April 06 2020 (Internet archive.)
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https://theintercept.com/2020/02/21/eu-facial-recognition-database/
https://web.archive.org/web/20200414094857/https://theintercept.com/2020/02/21/eu-facial-recognition-database/
https://www.nytimes.com/2020/01/18/technology/clearview-privacy-facial-recognition.html
http://web.archive.org/web/20200414145239/https://www.nytimes.com/2020/01/18/technology/clearview-privacy-facial-recognition.html
https://www.independent.ie/world-news/europe/britain/new-facial-recognition-cameras-get-green-light-in-london-38894038.html
http://web.archive.org/web/20200414145423/https://www.independent.ie/world-news/europe/britain/new-facial-recognition-cameras-get-green-light-in-london-38894038.html
https://www.newscientist.com/article/2231066-its-too-late-to-ban-face-recognition-heres-what-we-need-instead/
http://web.archive.org/web/20200414145815/https://www.newscientist.com/article/2231066-its-too-late-to-ban-face-recognition-heres-what-we-need-instead/
https://www.fastcompany.com/90440198/san-diegos-massive-7-year-experiment-with-facial-recognition-technology-appears-to-be-a-flop
http://web.archive.org/web/20201029095457/https://www.fastcompany.com/90440198/san-diegos-massive-7-year-experiment-with-facial-recognition-technology-appears-to-be-a-flop
https://www.techdirt.com/articles/20200505/17090244442/harrisburg-university-researchers-claim-their-unbiased-facial-recognition-software-can-identify-potential-criminals.shtml
https://www.techdirt.com/articles/20200505/17090244442/harrisburg-university-researchers-claim-their-unbiased-facial-recognition-software-can-identify-potential-criminals.shtml
http://web.archive.org/web/20210118155616/https://www.techdirt.com/articles/20200505/17090244442/harrisburg-university-researchers-claim-their-unbiased-facial-recognition-software-can-identify-potential-criminals.shtml
https://venturebeat.com/2020/06/30/acm-calls-for-governments-and-businesses-to-stop-using-facial-recognition/
http://web.archive.org/web/20210429124545/https://venturebeat.com/2020/06/30/acm-calls-for-governments-and-businesses-to-stop-using-facial-recognition/
https://www.theverge.com/2020/8/4/21353810/facial-recognition-block-ai-selfie-cloaking-fawkes
http://web.archive.org/web/20210429125609/https://www.theverge.com/2020/8/4/21353810/facial-recognition-block-ai-selfie-cloaking-fawkes
https://www.washingtonpost.com/technology/2022/02/16/clearview-expansion-facial-recognition/
https://brave.com/ukcouncilsreport/
https://brave.com/ukcouncilsreport/
https://web.archive.org/web/20200414094755/https://brave.com/ukcouncilsreport/
https://www.independent.co.uk/life-style/gadgets-and-tech/news/nest-down-offline-not-working-cameras-security-cam-a9358476.html
http://web.archive.org/web/20200414144727/https://www.independent.co.uk/life-style/gadgets-and-tech/news/nest-down-offline-not-working-cameras-security-cam-a9358476.html
https://www.technologyreview.com/f/613131/ibms-photo-scraping-scandal-shows-what-a-weird-bubble-ai-researchers-live-in/
http://web.archive.org/web/20200414144947/https://www.technologyreview.com/2019/03/15/136593/ibms-photo-scraping-scandal-shows-what-a-weird-bubble-ai-researchers-live-in/
https://www.technologyreview.com/f/615032/the-apps-you-use-on-your-phone-could-help-diagnose-your-cognitive-health/
http://web.archive.org/web/20201029094427/https://www.technologyreview.com/2020/01/10/130946/the-apps-you-use-on-your-phone-could-help-diagnose-your-cognitive-health/
https://www.vox.com/recode/2020/2/21/21032140/alexa-amazon-google-home-siri-apple-microsoft-cortana-recording
https://www.vox.com/recode/2020/2/21/21032140/alexa-amazon-google-home-siri-apple-microsoft-cortana-recording
http://web.archive.org/web/20200414150918/https://www.vox.com/recode/2020/2/21/21032140/alexa-amazon-google-home-siri-apple-microsoft-cortana-recording
https://www.businesspost.ie/legal/law-professionals-banned-from-working-at-home-near-alexa-devices-3a681a75
http://web.archive.org/web/20200414151534/https://www.businesspost.ie/legal/law-professionals-banned-from-working-at-home-near-alexa-devices-3a681a75
https://www.raconteur.net/technology/internet-of-things/shodan-iot-security/
http://web.archive.org/web/20201102141639/https://www.raconteur.net/technology/internet-of-things/shodan-iot-security/
https://www.vice.com/en/article/jgxxvk/senate-votes-to-allow-fbi-to-look-at-your-web-browsing-history-without-a-warrant
http://web.archive.org/web/20201102153922/https://www.vice.com/en/article/jgxxvk/senate-votes-to-allow-fbi-to-look-at-your-web-browsing-history-without-a-warrant
https://www.biometricupdate.com/202004/google-sued-for-allegedly-violating-childrens-biometric-privacy-with-classroom-tools
http://web.archive.org/web/20210118143713/https://www.biometricupdate.com/202004/google-sued-for-allegedly-violating-childrens-biometric-privacy-with-classroom-tools


10. OpenWRT code-execution bug puts millions of devices at risk By Dan Goodin, Ars Technica, March 31
2020 (Internet archive.)

11. A wristband that tells your boss if you are unhappy By Suzanne Bearne, BBC Business News, January
2021 (Internet archive.)

12. How Coronavirus Is Eroding Privacy By Liza Lin and Timothy W. Martin, The Wall Street Journal,
April 2020 (Internet archive.)

13. Exclusive: Warning Over Chinese Mobile Giant Xiaomi Recording Millions Of Peoples Private Web And
Phone Use By Thomas Brewster, Forbes Cybersecurity, April 2020 (Internet archive.)

14. Target didnt figure out a teenager was pregnant before her father did, and that one article that said they
did was silly and bad. By Colin Fraser, Medium.com, January 2020. (Internet archive.)

15. AI is being used to profile people from their head vibrations but is there enough evidence to support it?
By James Wright, The Conversation, May 2021. (Internet archive.)

16. School mobile apps are targeting your kids 67% send their private data to third parties By Kimberly
Gedeon, May 2021, Laptop Magazine (Internet archive.)

17. TechScape: surveillance is now just a part of daily life for US citizens By Johana Bhuiyan, February
2022, The Guardian. (Internet archive.)

18. Canon a installé dans ses bureaux chinois des caméras dotées d’une technologie de reconnaissance des
sourires basée sur l’IA. By Nancy Rey, June 2021, developpez.com. (Internet archive.)

19. British using Chinese CCTV linked to repression of Uighurs. By Charlie Parker, February 2022, The
Times. (Internet archive.)

12.6 Privacy - Tracking

1. Twelve Million Phones,One Dataset, Zero Privacy. By Stuart A. Thompson and Charlie Warzel, New
York Times, DEC. 19, 2019 (Internet archive.)

2. Can you use apps to track coronavirus and protect privacy? Europe’s going to try. By Hadas Gold, CNN,
April 3, 2020. (Internet archive.)

3. A flood of coronavirus apps are tracking us. Now its time to keep track of them. By Patrick Howell
ONeill, Tate Ryan-Moslay, Bobbie Johnson, Technology review, May 7, 2020 ( Internet archive.)

4. Coronavirus: Security flaws found in NHS op contact-tracing app. By BBC News, May 2020. ( Internet
archive.)

5. Privacy is not the problem with the Apple-Google contact-tracing toolkit. By Michael Veale, The Guardian,
June 2020. (Internet archive.)

6. Apple publishes new information about AirTags as tracking controversy continues. By Andrew Griffin,
January 2022, The Independent. (Internet archive.)
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https://arstechnica.com/information-technology/2020/03/openwrt-is-vulnerable-to-attacks-that-execute-malicious-code/
http://web.archive.org/web/20210118145642/https://arstechnica.com/information-technology/2020/03/openwrt-is-vulnerable-to-attacks-that-execute-malicious-code/
https://www.bbc.com/news/business-55637328
http://web.archive.org/web/20210118150252/https://www.bbc.com/news/business-55637328
https://www.wsj.com/articles/coronavirus-paves-way-for-new-age-of-digital-surveillance-11586963028
http://web.archive.org/web/20210118153632/https://www.wsj.com/articles/coronavirus-paves-way-for-new-age-of-digital-surveillance-11586963028
https://www.forbes.com/sites/thomasbrewster/2020/04/30/exclusive-warning-over-chinese-mobile-giant-xiaomi-recording-millions-of-peoples-private-web-and-phone-use/
https://www.forbes.com/sites/thomasbrewster/2020/04/30/exclusive-warning-over-chinese-mobile-giant-xiaomi-recording-millions-of-peoples-private-web-and-phone-use/
http://web.archive.org/web/20210118155207/https://www.forbes.com/sites/thomasbrewster/2020/04/30/exclusive-warning-over-chinese-mobile-giant-xiaomi-recording-millions-of-peoples-private-web-and-phone-use/
https://medium.com/@colin.fraser/target-didnt-figure-out-a-teen-girl-was-pregnant-before-her-father-did-a6be13b973a5
https://medium.com/@colin.fraser/target-didnt-figure-out-a-teen-girl-was-pregnant-before-her-father-did-a6be13b973a5
https://web.archive.org/web/20210128084542/https://medium.com/@colin.fraser/target-didnt-figure-out-a-teen-girl-was-pregnant-before-her-father-did-a6be13b973a5
https://theconversation.com/ai-is-being-used-to-profile-people-from-their-head-vibrations-but-is-there-enough-evidence-to-support-it-160566
http://web.archive.org/web/20210603122614/https://theconversation.com/ai-is-being-used-to-profile-people-from-their-head-vibrations-but-is-there-enough-evidence-to-support-it-160566
https://www.laptopmag.com/news/school-mobile-apps-are-targeting-your-kids-67-send-their-private-data-to-third-parties
https://www.laptopmag.com/news/school-mobile-apps-are-targeting-your-kids-67-send-their-private-data-to-third-parties
https://www.theguardian.com/technology/2022/feb/09/techscape-us-surveillance
https://www.developpez.com/actu/316111/Canon-a-installe-dans-ses-bureaux-chinois-des-cameras-dotees-d-une-technologie-de-reconnaissance-des-sourires-basee-sur-l-IA-qui-ne-laissent-entrer-que-les-employes-souriants/
https://www.developpez.com/actu/316111/Canon-a-installe-dans-ses-bureaux-chinois-des-cameras-dotees-d-une-technologie-de-reconnaissance-des-sourires-basee-sur-l-IA-qui-ne-laissent-entrer-que-les-employes-souriants/
https://www.thetimes.co.uk/article/british-using-chinese-cctv-linked-to-repression-of-uighurs-jzlkpjxhw
https://www.nytimes.com/interactive/2019/12/19/opinion/location-tracking-cell-phone.html
http://web.archive.org/web/20200414151908/https://www.nytimes.com/interactive/2019/12/19/opinion/location-tracking-cell-phone.html
https://edition.cnn.com/2020/04/03/tech/coronavirus-tracing-app-uk-europe/index.html
https://web.archive.org/web/20200414143932/https://edition.cnn.com/2020/04/03/tech/coronavirus-tracing-app-uk-europe/
https://www.technologyreview.com/2020/05/07/1000961/launching-mittr-covid-tracing-tracker/
http://web.archive.org/web/20201029100843/https://www.technologyreview.com/2020/05/07/1000961/launching-mittr-covid-tracing-tracker/
https://www.bbc.com/news/technology-52725810
http://web.archive.org/web/20201029101050/https://www.bbc.com/news/technology-52725810
http://web.archive.org/web/20201029101050/https://www.bbc.com/news/technology-52725810
https://www.theguardian.com/commentisfree/2020/jul/01/apple-google-contact-tracing-app-tech-giant-digital-rights
https://web.archive.org/web/20210118162631/https://www.theguardian.com/commentisfree/2020/jul/01/apple-google-contact-tracing-app-tech-giant-digital-rights
https://www.independent.co.uk/tech/apple-airtag-iphone-tracking-stalking-safety-b2001080.html


12.7 Social Media

1. Facebook Dealt Blow as German Court Strikes Business Model By Karin Matussek, Bloomberg, 23 June
2020. ( Internet archive.)

2. Whistleblower Says Facebook Ignored Global Political Manipulation By Craig Silverman, Ryan Mac and
Pranav Dixit, BuzzFeed News, September 2020. ( Internet archive.)

3. Misinformation and biases infect social media, both intentionally and accidentally By Giovanni Luca
Ciampaglia and Filippo Menczer, The Conversation, January 2019 ( Internet archive.)

4. France Orders Social Media Firms to Delete Certain Content within One Hour or Face Fines By Anthony
Cuthbertson, The Independent, May 2020. ( Internet archive.)

5. Period tracking app settles charges it lied to users about privacy By Zoe Schiffer, The Verge, Jan 13, 2021.
( Internet archive.)

6. How social media filter bubbles and algorithms influence the election By Alex Hern, The Guardian, May,
2017. (Internet archive.)

7. Après Facebook, quel avenir en Europe pour les entreprises qui transfèrent des données aux Etats-Unis ?
By Alice Vitard, L’Usine Digitale, September 2020. (Internet archive.)

8. How Facebook got addicted to spreading misinformation By Karen Hao, MIT technology review, March
11, 2021 (Internet archive.)

9. How Facebook got addicted to spreading misinformation By Karen Hao, MIT technology review, March
11, 2021 (Internet archive.)

10. How YouTube Drives People to the Internets Darkest Corners By Jack Nicas, Wall Street Journal, Feb.
7, 2018, (Internet archive.)

11. An Irish former alt-right YouTuber explains his methods By Cade Metz, Apr 19, 2021, The Irish Times.
(Internet archive.)

12. ’Fiction is outperforming reality’: how YouTube’s algorithm distorts truth By Paul Lewis, February 2018,
The Guardian. (Internet archive.)

12.8 Deep Fakes

1. Jay Z tries to use copyright strikes to remove deepfaked audio of himself from YouTube By Nick Statt,
The Verge, April, 2020. (Internet archive.)

12.9 Data Protection

1. Data Protection Commission launches investigations into Google and Tinder. By Michael McHugh, Irish
Independent, February 04 2020 ( Internet archive.)

2. Exclusive: Apple dropped plan for encrypting backups after FBI complained - sources. By Joseph Menn,
Reuters, January 21, 2020 ( Internet archive.)

3. Your Big Data Responsibility: The Rise In Data Ethics By Christian Ofori-Boateng, Forbes, June 2020.
(Internet archive.)

4. Children’s computer game Roblox insider tricked by hacker for access to users’ data By Adam Smith, The
Independent, May 2020. (Internet archive.)
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https://www.bloomberg.com/news/articles/2020-06-23/facebook-suffers-top-court-setback-in-german-antitrust-fight
http://web.archive.org/web/20201029101628/https://www.bloomberg.com/news/articles/2020-06-23/facebook-suffers-top-court-setback-in-german-antitrust-fight
https://www.buzzfeednews.com/article/craigsilverman/facebook-ignore-political-manipulation-whistleblower-memo
http://web.archive.org/web/20201030153847/https://www.buzzfeednews.com/article/craigsilverman/facebook-ignore-political-manipulation-whistleblower-memo
https://theconversation.com/misinformation-and-biases-infect-social-media-both-intentionally-and-accidentally-97148
http://web.archive.org/web/20201030155508/https://theconversation.com/misinformation-and-biases-infect-social-media-both-intentionally-and-accidentally-97148
https://www.independent.co.uk/life-style/gadgets-and-tech/news/france-facebook-fine-social-media-a9514081.html
http://web.archive.org/web/20201102160516/https://www.independent.co.uk/life-style/gadgets-and-tech/news/france-facebook-fine-social-media-a9514081.html
https://www.theverge.com/2021/1/13/22229303/flo-period-tracking-app-privacy-health-data-facebook-google
http://web.archive.org/web/20210115130824/https://www.theverge.com/2021/1/13/22229303/flo-period-tracking-app-privacy-health-data-facebook-google
https://www.theguardian.com/technology/2017/may/22/social-media-election-facebook-filter-bubbles
http://web.archive.org/web/20210115152255/https://www.theguardian.com/technology/2017/may/22/social-media-election-facebook-filter-bubbles
https://www.usine-digitale.fr/article/apres-facebook-quel-avenir-en-europe-pour-les-entreprises-qui-transferent-des-donnees-aux-etats-unis.N1007834
https://web.archive.org/web/20210128083735/https://www.usine-digitale.fr/article/apres-facebook-quel-avenir-en-europe-pour-les-entreprises-qui-transferent-des-donnees-aux-etats-unis.N1007834
https://www.technologyreview.com/2021/03/11/1020600/facebook-responsible-ai-misinformation/
http://web.archive.org/web/20210429124022/https://www.technologyreview.com/2021/03/11/1020600/facebook-responsible-ai-misinformation/
https://www.technologyreview.com/2021/03/11/1020600/facebook-responsible-ai-misinformation/
http://web.archive.org/web/20210429124022/https://www.technologyreview.com/2021/03/11/1020600/facebook-responsible-ai-misinformation/
https://www.wsj.com/articles/how-youtube-drives-viewers-to-the-internets-darkest-corners-1518020478
https://web.archive.org/web/20210607155759/https://www.wsj.com/articles/how-youtube-drives-viewers-to-the-internets-darkest-corners-1518020478
https://www.irishtimes.com/culture/tv-radio-web/an-irish-former-alt-right-youtuber-explains-his-methods-1.4539342
http://web.archive.org/web/20210611131209/https://www.irishtimes.com/culture/tv-radio-web/an-irish-former-alt-right-youtuber-explains-his-methods-1.4539342
https://www.theguardian.com/technology/2018/feb/02/how-youtubes-algorithm-distorts-truth
http://web.archive.org/web/20210611133138/https://www.theguardian.com/technology/2018/feb/02/how-youtubes-algorithm-distorts-truth
https://www.theverge.com/2020/4/28/21240488/jay-z-deepfakes-roc-nation-youtube-removed-ai-copyright-impersonation
http://web.archive.org/web/20210118154733/https://www.theverge.com/2020/4/28/21240488/jay-z-deepfakes-roc-nation-youtube-removed-ai-copyright-impersonation
https://www.independent.ie/business/technology/data-protection-commission-launches-investigations-into-google-and-tinder-38926381.html
http://web.archive.org/web/20200414150311/https://www.independent.ie/business/technology/data-protection-commission-launches-investigations-into-google-and-tinder-38926381.html
https://www.reuters.com/article/us-apple-fbi-icloud-exclusive/exclusive-apple-dropped-plan-for-encrypting-backups-after-fbi-complained-sources-idUSKBN1ZK1CT
http://web.archive.org/web/20200414150709/https://www.reuters.com/article/us-apple-fbi-icloud-exclusive/exclusive-apple-dropped-plan-for-encrypting-backups-after-fbi-complained-sources-idUSKBN1ZK1CT
https://www.forbes.com/sites/forbestechcouncil/2020/06/08/your-big-data-responsibility-the-rise-in-data-ethics/
https://web.archive.org/web/20201021083849/https://www.forbes.com/sites/forbestechcouncil/2020/06/08/your-big-data-responsibility-the-rise-in-data-ethics/
https://www.independent.co.uk/life-style/gadgets-and-tech/news/motherboard-rpg-roblox-hacker-data-stolen-richest-user-a9499366.html
http://web.archive.org/web/20201102155023/https://www.independent.co.uk/life-style/gadgets-and-tech/news/motherboard-rpg-roblox-hacker-data-stolen-richest-user-a9499366.html


5. Zoom admits user data mistakenly routed through China By Hannah Murphy, Financial Times, April 2020
(Internet archive.)

6. Englands NHS plans to share patient records with third parties By Madhumita Murgia, Financial Times,
May 2021 (.)

7. Europes Move Against Google Analytics Is Just the Beginning By Matt Burgess, Jan 2022, Wired. (.)

12.10 Professionalism - Teaching, Research and Engineering Ethics

Professionalism - Ethics in Teaching

1. Record Jobless Claims Are Overwhelming States Aging Tech By Paris Martineau, Wired, 26 May 2020.
(Internet archive.)

2. Students are falling behind in online school. Where’s the COVID- 19 ’disaster plan’ to catch them up?
By Erin Richards, USA TODAY, December 2020. (Internet archive.)

3. Covid-19 tests the resilience of higher education By Michaela Martin and Uliana Furiv, The Citizen,
December 2020. (Internet archive.)

4. Just How Dishonest Are Most Students? By Christian B. Millerv, The New York Times, November 2020.
(Internet archive.)

5. New Research: Exploring academic integrity and mental health during COVID-19: Rapid review By Sarah
Elaine Eaton, ICAI, November 2, 2020. (Internet archive.)

Professionalism - Ethics in Research

1. Is research integrity training a waste of time? Building good research practices begins before entering the
lab. Gemma Conroy, NatureIndex, 12 February 2020. (Internet archive.)

2. Google’s new AI language model can comprehend entire books. By Ivan Mehta, The Next Web (TNW),
January 18, 2020. (Internet archive.)

3. Top geneticist should resign over his teams laboratory fraud. By Ian Sample, The Guardian, 1 Feb 2020.
(Internet archive.)

4. The ethics of computer science: this researcher has a controversial proposal. By Elizabeth Gibney, Nature,
26 July 2018. (Internet archive.)

5. Abolish the #TechToPrisonPipeline. By the Coalition for Critical Technology, June 2020, (Internet
archive.)

6. How to spot dubious claims in scientific papers By Gemma Conroy, NatureIndex, 8 September 2020
(Internet archive.)

7. New Report Examines Reproducibility and Replicability in Science, Recommends Ways to Improve Trans-
parency and Rigor in Research By the National Academy of Sciences, Engineering and Medicine, April
7, 2019 (Internet archive.)

8. Eye-catching advances in some AI fields are not real By Matthew Hutson, Science Mag., May 2020.
(Internet archive.)

9. We read the paper that forced Timnit Gebru out of Google. By Karen Hao, Science Mag., December 2020.
(Internet archive.)
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https://www.ft.com/content/2fc518e0-26cd-4d5f-8419-fe71f5c55c98
http://web.archive.org/web/20201102155554/https://www.ft.com/content/2fc518e0-26cd-4d5f-8419-fe71f5c55c98
https://www.ft.com/content/9fee812f-6975-49ce-915c-aeb25d3dd748
http://web.archive.org/web/20210603123711/https://www.ft.com/content/9fee812f-6975-49ce-915c-aeb25d3dd748
https://www.wired.com/story/google-analytics-europe-austria-privacy-shield/
https://www.wired.com/story/record-jobless-claims-overwhelming-states-aging-tech/
http://web.archive.org/web/20200414150142/https://www.wired.com/story/record-jobless-claims-overwhelming-states-aging-tech/
https://eu.usatoday.com/in-depth/news/education/2020/12/13/covid-online-school-tutoring-plan/6334907002/
http://web.archive.org/web/20210115154242/https://www.usatoday.com/in-depth/news/education/2020/12/13/covid-online-school-tutoring-plan/6334907002/
https://www.thecitizen.co.tz/tanzania/magazines/success/-covid-19-tests-the-resilience-of-higher-education-3229762
http://web.archive.org/web/20210118105835/https://www.thecitizen.co.tz/tanzania/magazines/success/-covid-19-tests-the-resilience-of-higher-education-3229762
https://www.nytimes.com/2020/11/13/opinion/sunday/online-learning-cheating.html
http://web.archive.org/web/20210118105738/https://www.nytimes.com/2020/11/13/opinion/sunday/online-learning-cheating.html
https://www.academicintegrity.org/blog/what-you-need-to-know-about-paying-for-academic-support-university-of-calgary-resource-for-students/
http://web.archive.org/web/20210430094634/https://www.academicintegrity.org/blog/what-you-need-to-know-about-paying-for-academic-support-university-of-calgary-resource-for-students/
https://www.natureindex.com/news-blog/is-research-integrity-training-a-waste-of-time
https://www.natureindex.com/news-blog/is-research-integrity-training-a-waste-of-time
https://web.archive.org/web/20200414095252/https://www.natureindex.com/news-blog/is-research-integrity-training-a-waste-of-time
https://thenextweb.com/artificial-intelligence/2020/01/17/googles-new-ai-language-models-can-comprehend-entire-books/
http://web.archive.org/web/20200414150548/https://thenextweb.com/artificial-intelligence/2020/01/17/googles-new-ai-language-models-can-comprehend-entire-books/
https://www.theguardian.com/education/2020/feb/01/david-latchman-geneticist-should-resign-over-his-team-science-fraud
http://web.archive.org/web/20200414151746/https://www.theguardian.com/education/2020/feb/01/david-latchman-geneticist-should-resign-over-his-team-science-fraud
https://www.nature.com/articles/d41586-018-05791-w
http://web.archive.org/web/20201028111138/https://www.nature.com/articles/d41586-018-05791-w
https://medium.com/@CoalitionForCriticalTechnology/abolish-the-techtoprisonpipeline-9b5b14366b16
http://web.archive.org/web/20201028111740/https://medium.com/@CoalitionForCriticalTechnology/abolish-the-techtoprisonpipeline-9b5b14366b16
http://web.archive.org/web/20201028111740/https://medium.com/@CoalitionForCriticalTechnology/abolish-the-techtoprisonpipeline-9b5b14366b16
https://www.natureindex.com/news-blog/how-to-spot-dubious-claims-in-scientific-research-academic-papers
http://web.archive.org/web/20201030152644/https://www.natureindex.com/news-blog/how-to-spot-dubious-claims-in-scientific-research-academic-papers
https://www.nationalacademies.org/news/2019/05/new-report-examines-reproducibility-and-replicability-in-science-recommends-ways-to-improve-transparency-and-rigor-in-research
https://www.nationalacademies.org/news/2019/05/new-report-examines-reproducibility-and-replicability-in-science-recommends-ways-to-improve-transparency-and-rigor-in-research
http://web.archive.org/web/20201102143215/https://www.nationalacademies.org/news/2019/05/new-report-examines-reproducibility-and-replicability-in-science-recommends-ways-to-improve-transparency-and-rigor-in-research
https://www.sciencemag.org/news/2020/05/eye-catching-advances-some-ai-fields-are-not-real
http://web.archive.org/web/20201102151115/https://www.sciencemag.org/news/2020/05/eye-catching-advances-some-ai-fields-are-not-real
https://www.technologyreview.com/2020/12/04/1013294/google-ai-ethics-research-paper-forced-out-timnit-gebru/
http://web.archive.org/web/20210115155409/https://www.technologyreview.com/2020/12/04/1013294/google-ai-ethics-research-paper-forced-out-timnit-gebru/


10. Elsevier investigates hundreds of peer reviewers for manipulating citations. By Dalmeet Singh Chawla,
Nature, September 2019. (Internet archive.)

11. What the gospel of innovation gets wrong. By Jill Lepore, The New Yorker, June 16, 2014 (Internet
archive.)

Professionalism - Ethics in Engineering (Software)

1. Master, Slave and the Fight Over Offensive Terms in Computing By Kate Conger, April 2021, The New
York Times. (Internet archive.)

2. Klarna comment: statement on app bug. By Sebastian Siemiatkowski, May 2021, Klarna. (Internet
archive.)

3. The code I’m still ashamed of. By Bill Sourour, November 2016 freecodecamp.org. (Internet archive.)

4. Post Office dishonesty in Horizon scandal is reason enough for statutory public inquiry. By Karl Flinders,
May 2021, Computer Weekly (Internet archive.)

5. Train firms worker bonus email is actually cybersecurity test. By Gwyn Topham, May 2021, The Guardian
(Internet archive.)

6. Software without boundaries. By Bashar Nuseibeh, July 2021, LinkedIn (Internet archive.)

7. Lawmakers Press Amazon on Sales of Chemical Used in Suicides. By Megan Twohey and Gabriel J.X.
Dance Feb. 4, 2022, New york Times. (Internet archive.)

12.11 Intellectual Property and Copyright

12.12 Ethics Washing

1. In 2020, lets stop AI ethics-washing and actually do something By Karen Hao, MIT Technology Review,
Dec 27, 2019. (Internet archive.)

12.13 Environmental Ethics

1. Why Ireland’s data centre boom is complicating climate efforts: Surge in processing industry will increase
Irelands already too high carbon emissions. By Rory Carroll, Irish Times, Mon, Jan 6, 2020. (Internet
archive.)

2. Volkswagen emissions scandal: mass lawsuit opens in Germany. By Jasper Jolly, The Guardian, 30 Sep,
2019. (Internet archive.)

12.13.1 NFTs

1. NFTs Werent Supposed to End Like This. By Anil Dash, April 2021, The Atlantic. (Internet archive.)

12.14 Crypto-Currencies

1. Founder of Turkish cryptocurrency exchange Thodex flees with reported $US2 billion in investor assets.
By AFP, April 2021 (Internet archive.)

2. Really stupid smart contract bug let hackers steal $31 million in digital coin. By Dan Goodin, arstechnica,
December 2021 (Internet archive.)
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https://www.nature.com/articles/d41586-019-02639-9
http://web.archive.org/web/20210118110731/https://www.nature.com/articles/d41586-019-02639-9
https://www.newyorker.com/magazine/2014/06/23/the-disruption-machine
http://web.archive.org/web/20210603124425/https://www.newyorker.com/magazine/2014/06/23/the-disruption-machine
http://web.archive.org/web/20210603124425/https://www.newyorker.com/magazine/2014/06/23/the-disruption-machine
https://www.nytimes.com/2021/04/13/technology/racist-computer-engineering-terms-ietf.html
http://web.archive.org/web/20210429133431/https://www.nytimes.com/2021/04/13/technology/racist-computer-engineering-terms-ietf.html
https://www.klarna.com/uk/blog/written-statement-on-app-bug/
http://web.archive.org/web/20210603124009/https://www.klarna.com/uk/blog/written-statement-on-app-bug/
http://web.archive.org/web/20210603124009/https://www.klarna.com/uk/blog/written-statement-on-app-bug/
https://www.freecodecamp.org/news/the-code-im-still-ashamed-of-e4c021dff55e/
http://web.archive.org/web/20210611125524/https://www.freecodecamp.org/news/the-code-im-still-ashamed-of-e4c021dff55e/
https://www.computerweekly.com/news/252500232/Post-Office-dishonesty-in-Horizon-scandal-is-reason-enough-for-statutory-public-inquiry
http://web.archive.org/web/20210611130559/https://www.computerweekly.com/news/252500232/Post-Office-dishonesty-in-Horizon-scandal-is-reason-enough-for-statutory-public-inquiry
https://www.theguardian.com/uk-news/2021/may/10/train-firms-worker-bonus-email-is-actually-cyber-security-test
http://web.archive.org/web/20210611132437/https://www.theguardian.com/uk-news/2021/may/10/train-firms-worker-bonus-email-is-actually-cyber-security-test
https://www.linkedin.com/pulse/software-without-boundaries-bashar-nuseibeh/
https://www.nytimes.com/2022/02/04/technology/amazon-suicide-poison-preservative.html
https://www.technologyreview.com/s/614992/ai-ethics-washing-time-to-act/ 
http://web.archive.org/web/20200414144828/https://www.technologyreview.com/2019/12/27/57/ai-ethics-washing-time-to-act/
https://www.irishtimes.com/business/technology/why-ireland-s-data-centre-boom-is-complicating-climate-efforts-1.4131768
https://www.irishtimes.com/business/technology/why-ireland-s-data-centre-boom-is-complicating-climate-efforts-1.4131768
https://web.archive.org/web/20200414095026/https://www.irishtimes.com/business/technology/why-ireland-s-data-centre-boom-is-complicating-climate-efforts-1.4131768
https://web.archive.org/web/20200414095026/https://www.irishtimes.com/business/technology/why-ireland-s-data-centre-boom-is-complicating-climate-efforts-1.4131768
https://www.theguardian.com/business/2019/sep/30/volkswagen-emissions-scandal-mass-lawsuit-opens-in-germany
http://web.archive.org/web/20200414145603/https://www.theguardian.com/business/2019/sep/30/volkswagen-emissions-scandal-mass-lawsuit-opens-in-germany
https://www.theatlantic.com/ideas/archive/2021/04/nfts-werent-supposed-end-like/618488/
http://web.archive.org/web/20210429130736/https://www.theatlantic.com/ideas/archive/2021/04/nfts-werent-supposed-end-like/618488/
https://www.abc.net.au/news/2021-04-23/turkish-crypto-founder-flees-with-reported-2-billion/100092096
http://web.archive.org/web/20210611134536/https://www.abc.net.au/news/2021-04-23/turkish-crypto-founder-flees-with-reported-2-billion/100092096
https://arstechnica.com/information-technology/2021/12/hackers-drain-31-million-from-cryptocurrency-service-monox-finance/
https://web.archive.org/web/20220111141908/https://arstechnica.com/information-technology/2021/12/hackers-drain-31-million-from-cryptocurrency-service-monox-finance/


3. The Case Against Crypto. By Martin O’Leary, Watershed, December, 2021 (Internet archive.)

4. Abuse and harassment on the blockchain. By Molly White, January 2022 (Internet archive.)

12.15 Ethical Hacking

1. WWII and the First Ethical Hacker. By Matthew Wills, February 2017, JSTOR Daily. (Internet archive.)

12.16 Law and Policing

1. Flaws plague a tool meant to help low-risk federal prisoners win early release. By Carrie Johnson, January
2022, NPR. (Internet archive.)
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https://www.watershed.co.uk/studio/news/2021/12/03/case-against-crypto
https://web.archive.org/web/20220111142857/https://www.watershed.co.uk/studio/news/2021/12/03/case-against-crypto
https://blog.mollywhite.net/abuse-and-harassment-on-the-blockchain/
https://daily.jstor.org/wwii-and-the-first-ethical-hacker/
https://www.npr.org/2022/01/26/1075509175/justice-department-algorithm-first-step-act?t=1646582095640
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