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https://www.bettercloud.com/monitor/the-fundamentals-of-role-based-access-control/

RBAC - USERS            ROLES    and     OPERATIONS
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Further Reading 

A Survey of Access Control and Data Encryption for Database Security, Emad F. Khalaf and 
Mustafa M. Kadi 

Sometimes called rule-based

The recommended model for our study
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Discretionary Access Control Policy Example 

Simplest approach - owners of data control access
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Mandatory Access Control Policy  

In a MAC system, access to resources is 
determined by centrally-defined rules that 
users cannot override. Access to resources is 
strictly controlled and cannot be changed by 
individual users. 
On the other hand, DAC is a security model 
where the resource owner determines its 
access. In a DAC system, owners can control 
who has access to their resources and their 
access level. 
One key difference between MAC and DAC is 
that MAC is considered a more secure model 
because individual users cannot change access 
to resources.

https://www.ekransystem.com/en/blog/mac-vs-dac

When you can’t trust the owners 
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https://www.dnsstuff.com/rbac-vs-abac-access-control

Rules and/or attributes

The most 
powerful, 
but also the 
most 
complex 

It is usually 
dynamic 
rather than 
static
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Summary
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Role Based Access Control (RBAC) 

The suggested model for your case study
TO DO - Model the access control requirements for the case study


Maybe use your inheritance hierarchy from your use cases? eg:


