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The 2016/679 European regulation of 27th April 2016 (known as "General Data 
Protection Regulation" or GDPR) specifies that protecting personal data requires taking 
"appropriate technical and organisational measures to ensure a level of security 
appropriate to the risk" (article 32).

https://www.cnil.fr/fr
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GDPR Principles

1. Lawfulness, fairness and transparency 
The first principle is relatively self-evident: 
organisations need to ensure their data collection 
practices don’t break the law and that they aren’t 
hiding anything from data subjects. 
To remain lawful, you need to have a thorough 
understanding of the GDPR and its rules for data 
collection. To remain transparent with data subjects, 
you should state in your privacy policy the type of 
data you collect and the reason you’re collecting it.

https://www.itgovernance.eu/blog/en/the-gdpr-understanding-the-6-data-protection-principles
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GDPR Principles

2. Purpose limitation 
Organisations should only collect personal data for a 
specific purpose, clearly state what that purpose is, 
and only collect data for as long as necessary to 
complete that purpose. 
Processing that’s done for archiving purposes in the 
public interest or scientific, historical or statistical 
purposes is given more freedom
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GDPR Principles

3. Data minimisation 
Organisations must only process the personal data 
that they need to achieve its processing purposes. 
Doing so has two major benefits. 
First, in the event of a data breach, the 
unauthorised individual will only have access to a 
limited amount of data. 
Second, data minimisation makes it easier to keep 
data accurate and up to date.
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GDPR Principles

4. Accuracy 
The accuracy of personal data is integral to data 
protection. The GDPR states that “every reasonable step 
must be taken” to erase or rectify data that is inaccurate 
or incomplete. 
Individuals have the right to request that inaccurate or 
incomplete data be erased or rectified within 30 days.
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GDPR Principles

5. Storage limitation 
Similarly, organisations need to delete personal data when 
it’s no longer necessary. 
How do you know when information is no longer 
necessary? According to marketing company Epsilon 
Abacus, organisations might argue that they “should be 
allowed to store the data for as long as the individual can 
be considered a customer. 
So the question really is: For how long after completing a 
purchase can the individual be considered a customer?” 
The answer to this will vary between industries and the 
reasons that data is collected. Any organisation that is 
uncertain how long it should keep personal data should 
consult a legal professional.

http://blog.epsilonabacus.com/defining-how-long-is-no-longer-than-necessary-when-it-comes-to-keeping-customer-data-under-the-gdpr
http://blog.epsilonabacus.com/defining-how-long-is-no-longer-than-necessary-when-it-comes-to-keeping-customer-data-under-the-gdpr
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GDPR Principles

6. Integrity and confidentiality 
This is the only principle that deals explicitly with security. 
The GDPR states that personal data must be 

“processed in a manner that ensures appropriate 
security of the personal data, including protection 
against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using 
appropriate technical or organisational measures”. 

The GDPR is deliberately vague about what measures 
organisations should take, because technological and 
organisational best practices are constantly changing. 
Currently, organisations should encrypt and/or 
pseudonymise personal data wherever possible, but they 
should also consider whatever other options are suitable.
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GDPR Principles

The seventh principle 
The GDPR includes an additional principle, accountability, which acts as an 
overarching set of requirements related to the other six. 
By achieving accountability, organisations demonstrate that they have the 
necessary documentation to prove that they are meeting their compliance 
requirements. 
This is typically done through a combination of technical measures and 
documentation such as: 

▪Controller–processor contracts; 
▪Relevant policies and procedures; 
▪Privacy notices; 
▪Staff training records; 
▪Security monitoring and event logging records; 
▪Data breach records; and 
▪Data protection impact assessments.
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Data Anonymization vs Pseudo Anonymization	
Data masking: anonymization or pseudonymization? 

https://gdpr.report/news/2017/09/28/data-masking-anonymization-pseudonymization/

What is pseudonymization?	
Pseudonymization enhances privacy by replacing most identifying fields within a data record by one or 
more artificial identifiers, or pseudonyms. There can be a single pseudonym for a collection of replaced 
fields or a pseudonym per replaced field.	

Specifically, the GDPR defines pseudonymization in Article 3, as “the processing of personal data in such a 
way that the data can no longer be attributed to a specific data subject without the use of additional 
information.” To pseudonymize a data set, the “additional information” must be “kept separately and 
subject to technical and organizational measures to ensure non-attribution to an identified or identifiable 
person.”	

Pseudonymization or Anonymization?	

The legal distinction between anonymized and pseudonymized data is its categorization as personal data. 
Pseudonymous data still allows for some form of re-identification (even indirect and remote), while 
anonymous data cannot be re-identified.
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Which data should be anonymized?	

By definition, data anonymization techniques seek to conceal identity and thus 
identifiers of any nature.  Identifiers can apply to any natural or legal person, 
living or dead, including their dependents, ascendants and descendants.  
Included are other related persons, direct or through interaction.	

For example:	
•Family names, patronyms, first names, maiden names, aliases.	
•Postal addresses	
•Telephones	
•Postal codes + Cities	
•IDs: social security number (e.g. Fiscal Code in Italy, National Insurance 
number in UK), bank account details (e.g. IBAN), credit card numbers, valid 
keys	
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Which techniques are available for anonymizing data?	

•Scrambling	
Scrambling techniques involve a mixing or obfuscation of letters.  The process 
can sometimes be reversible.For example: Annecy could become Yneanc	
•Masking	
A masking technique allows a part of the data to be hidden with random 
characters or other data.For example: Pseudonymization with masking of 
identities or important identifiers. The advantage of masking is the ability to 
identify data without manipulating actual identities.	
•Personalized anonymization	
This method allows the user to utilize his own anonymization technique.  
Custom anonymization can be carried out using scripts or an application.	
•Blurring	
Data blurring uses an approximation of data values to render their meaning 
obsolete and/or render the identification of individuals impossible.	
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How to Mask Tables and Preserve Referential Integrity 
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But What Encryption To Use (If any)?



17Telecom Sud Paris, CSC4104 - Systèmes d'information et transformation numérique- Data ProtectionDr J Paul Gibson, 2026

Cryptography Techniques
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Symmetric verses Asymmetric
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Public key encryption (PKE)
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Electronic Signatures
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Homomorphic Encryption
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Secure Databases

A database is protected from unauthorised access by registering users and making them go 
through authentication and access controls. However, this does not protect the underlying operating 
system files from attackers, who can bypass the database server's authentication and access controls.
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The “OSSE” case study - OPTIONAL WORK

•In the cahier des charges - identify data to be encrypted/anonymized


•What are the requirements that help choose the ‘best’ scheme/approach?


•Do your requirements cover the 7 principles of the GDPR?


