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Some Background Reading – Critical Analysis

•Barry W. Boehm, "Software Risk Management: Principles and Practices," IEEE 
Software, pp. 32-41, January/February, 1991  

•Richard Fairley. 1994. Risk Management for Software Projects. IEEE Softw. 11, 
3 (May 1994), 57-67. DOI=10.1109/52.281716 http://dx.doi.org/
10.1109/52.281716 

•Higuera, Ronald P. and Haimes, Yacov Y. Software Risk Management (CMU/
SEI-96-TR-012). Pittsburgh, PA: Software Engineering Institute, Carnegie 
Mellon University, June 1996. 

•Mark Keil, Paul E. Cule, Kalle Lyytinen, and Roy C. Schmidt. 1998. A 
framework for identifying software project risks. Commun. ACM 41, 11 
(November 1998), 76-83. DOI=10.1145/287831.287843 http://doi.acm.org/
10.1145/287831.287843  

•Ropponen, J.; Lyytinen, K.; , "Components of software development risk: how 
to address them? A project manager survey," Software Engineering, IEEE 
Transactions on , vol.26, no.2, pp.98-112, Feb 2000, doi: 10.1109/32.841112
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•Higuera, Ronald P. and Haimes, 
Yacov Y. Software Risk 
Management (CMU/SEI-96-
TR-012). Pittsburgh, PA: 
Software Engineering Institute, 
Carnegie Mellon University, 
June 1996.
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•Mark Keil, Paul E. 
Cule, Kalle Lyytinen, 
and Roy C. Schmidt. 
1998. A framework 
for identifying 
software project risks. 
Commun. ACM 41, 
11 (November 1998), 
76-83. 
DOI=10.1145/287831
.287843 http://
doi.acm.org/
10.1145/287831.2878
43 



8Telecom Sud Paris, CSC4104 - Systèmes d'information et transformation numérique- Risk ManagementDr J Paul Gibson, 2025

•Mark Keil, Paul E. 
Cule, Kalle Lyytinen, 
and Roy C. Schmidt. 
1998. A framework 
for identifying 
software project risks. 
Commun. ACM 41, 
11 (November 1998), 
76-83. 
DOI=10.1145/287831
.287843 http://
doi.acm.org/
10.1145/287831.2878
43 



9Telecom Sud Paris, CSC4104 - Systèmes d'information et transformation numérique- Risk ManagementDr J Paul Gibson, 2025



10Telecom Sud Paris, CSC4104 - Systèmes d'information et transformation numérique- Risk ManagementDr J Paul Gibson, 2025

https://www.justgetpmp.com/2012/02/probability-and-impact-matrix.html

Risk Analysis Table - FOR YOUR PROJECT
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Classification of software risks

• Software Project Risks 
–Resource constraints, external interfaces, supplier relationships, 

nonperforming vendors, internal politics, interteam/intergroup coordination 
problems, inadequate funding. 

• Software Process Risks 
–Undocumented software process, lack of effective peer reviews, no defect 

prevention, poor design process, poor requirements management, 
ineffective planning. 

• Software Product Risks 
–Lack of domain expertise, complex design, poorly defined interfaces, 

poorly understood legacy system(s), vague or incomplete requirements.

There are many different classification frameworks, eg:
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Risk Mitigation in Software Projects

Top 15 Software Project Risks and Mitigation Examples in 2024 

https://agentestudio.com/blog/software-development-project-risks 

9 Risks in Software Development and How to Mitigate Them 
https://clockwise.software/blog/software-development-risks/ 

Top 12 IT Project Risks: Effective Ways to Mitigate Them 
https://www.saviom.com/blog/10-common-it-project-risks-ways-to-mitigate-them/ 

Risk Mitigation Guide: Proven Strategies & Best Practices 

https://eluminoustechnologies.com/blog/risk-mitigation/

https://agentestudio.com/blog/software-development-project-risks
https://clockwise.software/blog/software-development-risks/
https://www.saviom.com/blog/10-common-it-project-risks-ways-to-mitigate-them/
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OPTIONAL - FOR YOUR PROJECT

Identify ten different risks (at least 1 of each type)


For each risk, complete a probability-and-impact-matrix


For the 3 most severe risks, suggest mitigation factors


