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1. Computer Ethics (introduction)


2. Ethical Case Studies (Some PBL) - OPTIONAL BONUS


3. Ethical Issues with the Carnet d’absence Project 

OUTLINE and MOTIVATION
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Computer Ethics : common issues • Autonomy

• Bias

• Fairness

• Transparency

• Discrimination

• Environment - Energy/Pollution/ …

• Intellectual Property

• Inclusion - Accessibility

• Privacy


•Data Protection

•Face recognition

•GDPR

•Tracking


• Safety

• Security

• Society

• Technical Debt

For more information:

Computing Ethics: a bibliography 

J Paul Gibson

https://jpaulgibson.synology.me/~jpaulgibson/TSP/Teaching/
CSC4104/ ComputingEthicsBibliography.pdf
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PBL Case Study - Choose one of the following examples, or propose one yourself


Note - you can submit your work on this as an optional bonus
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https://www.bbc.com/news/uk-politics-51817918
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https://www.technologyreview.com/2020/01/10/130946/the-apps-you-use-on-your-phone-could-help-diagnose-your-cognitive-health/
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https://www.independent.ie/news/new-facial-recognition-cameras-get-green-light-in-london/38894038.html
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https://www.wired.com/story/bluetooth-flaws-ble-internet-of-things-pacemakers/
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https://www.nytimes.com/interactive/2019/12/19/opinion/location-tracking-cell-phone.html
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https://www.nytimes.com/2020/02/25/business/tesla-autopilot-ntsb.html
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https://www.theguardian.com/business/2019/sep/30/volkswagen-emissions-scandal-mass-lawsuit-opens-in-germany
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https://www.businessinsider.com/boeing-software-errors-jeopardized-starliner-spaceship-737-max-planes-2020-2?r=US&IR=T
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https://edition.cnn.com/2020/04/03/tech/coronavirus-tracing-app-uk-europe/index.html
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https://eu.northjersey.com/story/news/new-jersey/2020/04/04/coronavirus-nj-40-year-old-system-adds-delay-unemployment-checks/2944985001/
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https://www.ouest-france.fr/education/etudiant/mon-master-des-bugs-sur-la-nouvelle-plateforme-perturbent-la-finalisation-des-candidatures-a6d1f4d6-
dea2-11ed-83ea-d6585ef0e4e2
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https://www.lefigaro.fr/actualite-france/hopital-de-l-essonne-cyberattaque-les-hackers-ont-diffuse-des-donnees-20220925
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https://www.marianne.net/societe/education/apres-un-enorme-bug-de-parcoursup-delai-rallonge-pour-completer-ses-voux
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https://www.nytimes.com/interactive/2021/09/03/climate/bitcoin-carbon-footprint-electricity.html
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PBL Case Study - STEPS TO FOLLOW

• Gather information


• What was the problem?


• Who/What caused the problem?


• Who was impacted by the problem?


• How severe was the impact? (The cost?)


• Could the problem have been avoided?


• What should be done so that the problem doesn’t happen again
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STEPS TO FOLLOW

Gather information 

• As wide as possible 


• Information needs to be structured/organised


• Is it directly concerned by the case?


• Is it a similar case?


• Does it add context to the case?


• Is it needed to answer the other questions (has it value in your analysis)?


• Can the sources (information) be trusted?
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STEPS TO FOLLOW

What was the problem? 

• From the point of view of the users of the system


• What % of users did it impact?


• Did it result in something illegal occurring?
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STEPS TO FOLLOW

Who/What caused the problem? 

A single person


A group of people


A company


The user(s)


Something out of control of the above?


Its not clear

What evidence exists to: ?


make an accusation


defend against an accusation
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STEPS TO FOLLOW

Who was impacted by the problem?  

1 person … the whole world?


just (wo)men?


just rich/poor?


just coloured?


just old/young?


etc..
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STEPS TO FOLLOW

How severe was the impact? 

Financial Cost


Reputational Cost


Personal Cost
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STEPS TO FOLLOW

Should/Could the problem have been avoided? 

Be careful not to fall into the trap of … “with hindsight …”


Be careful when attributing blame


Be careful to clarify when your analysis is your opinion, that may not 
be shared with others


Try to estimate the cost of avoidance
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STEPS TO FOLLOW

What should be done so that the problem doesn’t happen again? 

Make multiple, alternative, complementary suggestions : there is usually more than one 
solution.


How much will it cost to implement?


What guarantees can we make?
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Ethical Issues : the Carnet d’absence Project

What are the ethical issues related to this Information System? 

What analysis needs to be done to inform the development of the 
IS so that it addresses the ethical issues?


What could/should we do to make sure that these issues are 
correctly addressed in the delivered IS?

NOTE: This work is part of the cahier de charges


